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1
Decision/action requested

The contribution proposes a new solution to address KI#1 in TR 33.898.
2
References

N/A
3
Rationale

Many countries and regions have published legislation of privacy protection. A lot of industry organizations also published guidance of classification for sensitive data, to better comply with the legislations for privacy protection. For user consent enforcement we should thoughtfully design user consent mechanisms to fulfil the AIML needs.
This solution addresses key issue#1 on privacy protection for 5GC assistance information exposure to AF, that is, authorization of sensitive data processing and authorization of AF for accessing assistance information in AI/ML.

As per TR 23700-80[3] and annex of this TR 33.898, 5GC will exposure different types of assistance information to AF for AI / ML operations, and the procedure requires two different types of user consent, i.e. 
· Type 1, sharing assistance information to AF and 
· Type 2, collecting data for this purpose. 
For user consent Type 1, if AF requests assistance information, to protect privacy from 5GC perspective, user consent needs to be checked, and the NEF/NWDAF will be the role of enforcement point for user consent and determine whether the requested assistance information can be exposed to AF; 
While for the user consent Type 2, if the relevant assistance information does not exist in 5GC, there is a need that the NWDAF or other entity will collect data for processing to deliver such assistance information. The NEF/NWDAF is also the enforcement point for user consent for collecting data.

4
Detailed proposal

*************** Start of 1st Change ****************

6.X
Solution #X: New solution to privacy protection for 5GC assistance information exposure to AF 
6.X.1
Solution overview 

This solution addresses key issue#1 on privacy protection for 5GC assistance information exposure to AF, that is, authorization of sensitive data processing and authorization of AF for accessing assistance information in AI/ML.
6.X.2
Solution details
Dual user consent checking in AI/ML scenarios
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Figure 6.X.2.1-1: Dual user consent checking procedure
0)  The UDM maintains user consent parameters, and complies with operator's policy or local regulation for the subscriber. User consent parameters are associated with the user's SUPI and stored in the UDM as subscription data.
      1) The AF sends subscribes assistance information requests to the serving NF. The message may include Application ID.
      NOTE 1:
The enforcement point can be located in the same entity with the serving NF, which will be NWDAF if AF is in operator’s trust domain, or will be NEF if AF is a 3rd party entity.
      NOTE 2:
Application ID, the running instance of the specific AIML service. This is because the existing general-purpose servers usually run multiple services at the same time and use the same storage space. For sensitive user privacy data, it should be ensured that only specific services are authorized to use it.

2) After receiving request for specific assistance information, the enforcement point checks whether user consent is needed for sharing the assistance information and data collection according to local policy, e.g. whether regulation is required, whether it is related to sensitive information of user privacy, etc. If there is no need to check user consent, steps 3-7 can be skipped.

3) If there is no related user consent parameters in UE context, the enforcement point invokes Nudm_SDM_Get Request service to retrieve related user consent parameters. Otherwise, step 4-5 can be skipped.
 
4) The enforcement point sends Nudm_SDM_Get Request message to the UDM, the message includes UE ID, and may include purpose of data processing and Application ID.

5) The UDM returns requested user consent parameters, which includes user consent result.
6) The enforcement point stores the user consent parameters in the UE context and determines whether to authorize the sharing the assistance information and data collection request or not according to the user consent parameters. If the user consent result is authorized, go to step 8, if it’s not authorised, go to step 7.
7) If the user consent result of sharing the assistance information and data collection is not allowed, the enforcement point rejects the AF's request with specific cause.
8)  Provider NFs start to collect the requested data based on the authorized consent.
9) The NWDAF returns the assistance information to AF.
6.X.3
Evaluation

TBA
*************** End of 1st Change ****************
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