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1
Decision/action requested

In this box give a very clear / short /concise statement of what is wanted.
2
References

[1]
3GPP TR 33.875
3
Rationale

EN resolution.
4
Detailed proposal

***** START OF CHANGES
6.16
Solution #16: Selective End of End Protection of HTTP Request and Response in Indirect Communication
6.16.1
Introduction 

This solution addresses KI#5. 

It allows an NF to verify the integrity of selected attributes in a service request or response consumer. It requires the use of CCA and Server Credential Assertion (SCA) so that a recipient NF has access to the public key certificate of a sending NF. The solution does not propose any change to CCA or SCA. 

Instead of protecting the integrity of entire request or response, which has impact on the functioning of SCP based on the feedback from CT, this solution proposes to protect only selected fields in a request or response that are considered critical and should not be modified by any intermediate entities such as SCP. Note there is a trade-off. The more of the message is protected, the fewer attacks are possible, but there is also a higher risk that the SCP may need to modify integrity protected parts of the message.
Further, to avoid complexity of signalling which attributes are to be integrity protected inline request or response, this solution proposes to use static configuration to indicate which attributes require integrity protection. 
6.16.2
Solution details

Each NF, either NF Service Consumer or NF Service Producer, is provided with a local integrity protection policy, describing which attributes or information elements within a service request or service response require integrity protection. For example, AUSF and UDM may be configured with the security policy requiring the integrity protection of authentication method, and authentication vector. 

Local security policy can be dynamically updated as with other local configuration of the NFs. NF Service Consumer and NF Service Producer can also communicate its security policy to each other. The security policy of an NF Service Producer can be sent to the NF Service Consumer along with the SCA during the authentication procedure as described in solution #13. NF Service Consumer can send its security policy to the NF Service Producer in its service request.  
Based on the security policy, an NF creates one (or more) JWT tokens for the information elements in a service request or service response that require integrity protection. The JWT token is digitally signed by the private key of the NF. The JWT token may be included in an information element in a service request or service response, or in an HTTP header. 

The public key certificate of the sending NF that is required to verify a received JWT token is communicated to a receipt NF in CCA or SCA. 

When a recipient NF receives a service request or service response, it checks its security policy to see if any information elements in the received service request or service response require integrity protection. If yes, it extracts and verifies the JWT token to ensure that protected information elements have not been tampered with. 

Since the JWT with the protected information is not bound to the message in which it is sent, attacks are possible where the JWT is inserted or replayed into another message.
Replay of a JWT token can be mitigated in the same way as replaying of any other security token such as CCA, e.g., using a timestamp.

6.16.3
Evaluation

The solution extends the existing token-based authorization method by including the instance ID of the NF_A and the instance ID of the NF_C in the token claims. 

The token is used to indicate towards NF_B (the producer and sender of the notification) that NF_C (the notification receiver) authorizes NF_A (the subscriber) to subscribe services on behalf of NF_C (the notification receiver). The token is also used to indicate towards NF_B (the producer and sender of the notification) that the NRF authorizes NF_C (the notification receiver) to receive notifications from NF_B.

The solution has impact on the access token generation by adding the instance ID of delegated NF_C into the access token, and token verification.
Further evaluation would be necessary, but the study has been stopped.

***** END OF CHANGES
