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1
Decision/action requested

In this box give a very clear / short /concise statement of what is wanted.
2
References

[1]
3GPP TR 33.875
3
Rationale

Update of analysis to include additional solution.
Update of conclusion to emphazise that the threat is recognized but a conscious decision was made.

4
Detailed proposal

***** START OF CHANGES
7.4
KI#4: Authorization of SCP to act on behalf of an NF or another SCP
7.4.1
Analysis

One of the main 5G security features is the usage of OAuth 2.0 to authorize service requests. In indirect communication scenarios, however, an SCP is not explicitly authorized, it could request a service or a token without the knowledge of the NF Service Consumer (NFc).

Two solutions (Sol#2 and Sol#3) have been proposed, mandating the usage of CCA, by which the NFc can at least "implicitly authorize" the SCP. This achieves a minimum level of trust, but cannot avoid the threat described in clause 5.4.2 within the validity time of the CCA, i.e., that "SCP can send a service request and receive a valid service response on behalf of NF Service Consumer", even though the NF Service Consumer has not authorized the SCP”. Thus, CCA validity time need to be chosen very carefully to minimize this possibility. A third solution (Sol#23) proposes that NRF has in its database knowledge about the SCPs that could request a service on behalf of a consumer.
Solution #3 argues that existing mechanisms are sufficient: a NF sending a request (with its CCA) to SCP, implicitly authorises SCP against NRF to process this request. The limit of this solution is that the CCA can be stolen or misused and, without NFc having requested a service, NRF could provide an access token to SCP or NFp could provide a service to SCP. 

Solution #2 proposes to include the SCP identifier (i.e., either SCP Instance and/or Domain info) in the CCA generated by the NF Service Consumer. Thus, only the SCP, which SCP Identifier is included in the CCA from NFc is able to get a response from NRF to its request. This ensures that the CCA cannot be misused by a MitM and thus achieves an additional level of trust, when the CCA is more than once useable. This however comes with a trade-off, since it impacts existing implementation (CCA generation by NFc and NRF handling of CCA). Further, if more than one SCP is in the path, with this solution SCP needs to create its own CCA including the SCP identifier from the requesting SCP in order to keep the chain of trust. 
Solution #23 provides SCP with an access token for NFc that is bound to be requested only by the SCPs listed in the NF profile as registered by the consumer at NRF. It also proposes to include information about the service request in the CCA, which would allow the final recipient of the query to verify if the SCP forwarding the request on behalf of the consumer not changed anything. This solution would require an update to CCA and additions in the NF profile.
Any conclusion to this key issue needs to weight the level of security and trust achieved against the impact of suggested enhancements to the current release. 

Another aspect, which requires further analysis is whether explicit authorization of the SCP would be needed. NRF can only authorize NFs. NRF needs to trust that any request forwarded by SCP was initiated by a NFc. Thus, in general only implicit authorization of SCP by the NF Service Consumer is possible with the current solutions proposals based on CCA. 

In summary, it is a trade of between security enhancement versus complexity added.

7.4.2
Conclusion 

A conscious decision has been made to assume that the SCP is trustworthy (implicit trust).
No normative solution is pursued for addressing this KI. 
***** END OF CHANGES
