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1
Decision/action requested

Please approve this new solution for Ki#1, which uses PEMC for local authentication of PINE.
2
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3
Rationale

The SA3 study on security aspects in personal IoT networks [1] contain a key issue (KI#1) related to authentication and authorization of PIN elements (PINEs).
A couple of solutions (e.g., Solution#1 or Solution#3) are using a central authentication and authorization server to address this key issue. However, it has not been clarified yet, how these solutions align with the architecture defined by SA2 in their PIN study [2], especially with respect to the role of the PIN element with management capabilities (PEMC).
Solution#7 in [1] proposes a different approach to KI#1 and proposes to execute the authentication and authorization of PINEs locally by the PEMC. However, no details with respect to the roles of PEMC and PIN element with gateway capability (PEGC) are provided.

Furthermore, it needs to be considered that local authentication and authorization schemes as proposed in Solution#7 are potentially lacking scalability with respect to number of PINEs and number of PEGCs/PEMCs. Using for instance the approach of a passphrase shared between all PINEs and PEGCs/PEMCs (i.e., adopting the concept shared passphrase known from residential Wi-Fi) would not be acceptable from an operational and from a security point of view.
Therefore, this contribution is filling gap and proposes a solution, which uses EAP based authentication and authorization between PINE and PEMC with the PEGC acting as EAP authenticator. Scalability can be achieved by synchronizing local credential databases of PEMCs through a central PIN Application Function (PIN AF).
4
Detailed proposal

Please accept the following changes to TR 33.882 [1]:

**** START OF CHANGE ****

6.1
Mapping of solutions to key issues

Table 6.1-1: Mapping of solutions to key issues

	Solutions
	KI#1
	KI#2

	Solution #1: PINE authentication and authorization
	X
	

	Solution #2: Authentication and authorization for PINE
	X
	

	Solution #3: Authentication for PIN elements involving SMF
	X
	

	Solution #4: PEGC/PEMC and PINE Authentication and Authorization
	X
	

	Solution #5: EAP-based PINE authentication
	X
	

	Solution #6: Authorization on AF manipulating PIN
	
	X

	Solution #7: Authentication and Authorization of PINE Elements
	X
	

	Solution #A: Local Authentication and Authorization of PINE
	X
	


**** NEXT CHANGE ****

3
Definitions of terms and abbreviations
3.1
Terms
For the purposes of the present document, the terms given in 3GPP TR 21.905 [1], 3GPP TR 23.700-88 [2], and the following apply. A term defined in the present document takes precedence over the definition of the same term, if any, in 3GPP TR 21.905 [1].

For the purposes of the present document, the following terms and definitions given in TR 23.700-88 [2] apply:

Personal IoT Network: A configured and managed group of PIN Element that are able to communicate each other directly or via PIN Elements with Gateway Capability (PEGC), communicate with 5G network via at least one PEGC, and managed by at least one PIN Element with Management Capability (PEMC).
PIN Element: A UE or non-3GPP device that can communicate within a PIN (via PIN direct connection, via PEGC, or via PEGC and 5GC), or outside the PIN via a PEGC and 5GC.

PIN Element with Gateway Capability: A PIN Element with the ability to provide connectivity to and from the 5G network for other PIN Elements, or to provide relay for the communication between PIN Elements.

3.2
Abbreviations

For the purposes of the present document, the abbreviations given in 3GPP TR 21.905 [1], 3GPP TR 23.700-88 [2], and the following apply. An abbreviation defined in the present document takes precedence over the definition of the same abbreviation, if any, in 3GPP TR 21.905 [1].

CDB
Credential Database

EAP
Extensible Authentication Protocol

MSK
Master Session Key

PAN
Personal Area Network

PIN
Personal IoT Networks

PINE
PIN Element

PEGC
PIN Elements with Gateway Capability

PSP
PIN Service Provider

AF

Application Function

API
Application Programming Interface

DN
Data Network
NEF
Network Exposure Function

QoS
Quality of Service

URSP
UE Route Selection Policy

**** NEXT CHANGE ****

6.A
Solution #A: Local Authentication and Authorization of PINE
6.A.1
Introduction 

This solution addresses KI#1. Based on architectural proposals and preliminary conclusions in the related SA2 study [2], this solution proposes an authentication and authorization architecture, which involves PEGC and PEMC.

The solution proposes to use EAP protocol between a PINE and PEMC, with the PINE acting as EAP client, the PEMC acting as EAP server, and the PEGC as EAP authenticator.

That is, authentication and authorization happen locally within the domain of the non 3GPP network of the PIN. Scalability issues occurring in case of a PIN network consisting of several disjunct local domains can be solved, if PINE credential information is synchronized between local PEMCs through the central PIN AF.

6.A.2
Solution details

6.A.2.1
Architecture

The architecture, which the solution is based on is shown in Figure 6.A.2.1-1. This architecture figure is closely following the architecture proposed in Solution #0D in [2] including the labelling of the reference points.

P1 and P2 are the reference points, which are based on a non-cellular short range communication protocol (typically defined outside the scope of 3GPP), and which are used for communicating between the PEGC and the PINEs and PEGC and PEMC, respectively. The part of the network, which is using the non-cellular network for communication, is referred to as Personal Area Network (PAN) domain.

Since both PEMC and PEGC are UEs, they can use cellular connectivity to connect via the 5G user plane to application in a Data Network. The P3 reference point is used between PEMC and PIN AF to exchange information related to the management of the PIN, whereas P4 is used by the PEGC to provide PINEs with connectivity with the actual PIN application (which can be part of the PIN AF or not).
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 Figure 6.A.2.1-1 Architecture assumed by the solution.
In general, a PIN consists of several PAN domains. Each PAN domain consists of one or several PEGCs and is represented by a PEMC. The PEMCs of all PAN domains constituting the PIN are connected to the same PIN AF. This architecture is visualized in Figure 6.A.2.1-2.
PINE authentication and authorization is executed locally within a PAN domain. For this purpose, EAP is used between the PINE and the (local) PEMC. The PEGC is acting as EAP authenticator and in this role is relaying EAP messages between PINE and PEMC. The EAP messages are carried on top of the non-cellular communication protocol which is used for communication within a PAN domain.

Each PEMC is using credential information from a local credential database (CDB) for the authentication and authorization of the PINE. The type of credential information depends on the used EAP protocol. Definition of the EAP protocol and of the credential information is out of scope of this solution. 

Synchronization of the credential databases of the PEMCs is executed by the PIN Management protocol. In this way nomadic mobility of a PINE between PIN domains can be achieved. That is, if a PINE moves from the coverage area of PAN Domain #A to PAN Domain #B, it can connect to a PEGC of PAN Domain #B.
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Figure 6.A.2.1-2 PIN Authentication and Authorization Architecture
6.A.2.2
Procedures

6.A.2.2.1
PINE Authentication and Authorization
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Figure 6.A.2.2.1-1 Local Authentication and authorization flow
The actual procedure used for local authentication and authorization of a PINE is shown in Figure 6.A.2.2.1-1. The PINE is acting as EAP Client, the PEGC as EAP Authenticator and the PEMC as EAP Server. The individual steps are described in more detail below.

Step 1: PINE sends a connection request to PEGC. 
Step 2: The PEGC sends EAP Identity Request to the PINE, if the PINE identity is not included in the message sent in step 1, and fetches the PIN Identity in Identity response message. 

Step 3: The PEGC sends Access Request to the PEMC, which includes the EAP identity of PINE.

Existing protocol suites, like RADIUS or Diameter can be used to convey the Access Request to the PEMC.

Step 4 The PEMC and the PINE exchanges several EAP messages, as required by the EAP method. 

Step 5 The PEMC verifies the PINE request based on provisioned information.

Step 6 After successful completion of the authentication procedure, the PEMC sends EAP success message to the PEGC. This message may contain a secret which was derived as part of the execution of the EAP message exchange, e.g., a Master Session Key (MSK). The exact way, how the MSK is calculated on the PINE and on the PEMC, is up to the EAP method.

Step 7 The EAP Success message sent to the PINE completes the authentication procedure.

Step 8: A further PAN specific handshake takes place to establish secure communication within the PAN. As part of this handshake PEGC and PINE can derive further communication keys from the MSK.
6.A.2.2.2
Synchronization of PEMC database

Synchronization of the PEMC credential databases typically takes place when the PIN Owner is provisioning a new PINE into the PIN. The PIN Owner is the entity, e.g., a person operating a home automation network, who is controlling, whether a PINE should be allowed to join the PIN network.

An indicative flow is depicted in Figure 6.A.2.2.2-1. 

Step 1: The PIN Owner is sending a PINE Provisioning request to the PIN AF, which contains credential information, which can be used later by a PEMC to authenticate and authorize a PINE. Depending on the EAP method, which will be used during PINE authentication, the credential information differs. 

Step 2: The PIN AF stores the received credential information in its own credential database.

Step 3: The PIN AF identifies all PEMCs, which need to be updated. 

Step 4: The CDB synchronization towards a PEMC takes place.

Step 5: As a result of the synchronization the PEMC updates the local CDB database

Steps 4 and 5 are executed for all PEMCs identified in step 3.

Editor's Note: To what extend details of the PEMC synchronization mechanism shall be specified by 3GPP is for further study.
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Figure 6.A.2.2.2-1 Synchronization of the PEMC credential databases 
6.A.3
Evaluation

This solution provides an approach for local authentication and authorization of PINEs, which is in line with architectural assumptions made by SA2 in their PIN study [2]. Scalability issues inherent to local authentication and authorization solutions can be solved if local credential databases of PEMCs are synchronized via a central PIN AF.
Editor's Note: Further evaluations are FFS.

**** END OF CHANGE ****
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