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1
Decision/action requested

This pCR provides conclusion to KI#1 in TR 33.884.
2
References

[1]
3GPP TR 33.884, ‘Study on security of application enablement aspects for subscriber-aware northbound API access (FS_SNAAPPY)’, Release 18.
3
Rationale

This pCR provides the conclusion to ‘Key issue #1: Checking authentication and authorization of invoker’. 
4
Detailed proposal

SA3 is kindly requested to agree on the pCR below to TR 33.884

*****Start of Change 1*****
7
Conclusions 

7.1
Conclusion for Key issue #1
For the case of checking authentication and authorization of the invoker residing in the UE, following aspects have been recommended for the normative work:
TLS-PSK can be used to support mutual authentication between the API Invoker (UE) and the CAPIF Core Function using a security key based on UE 5G security context for the case of Onboarding and CAPIF 1 authentication.
TLS-PSK can be used to support mutual authentication between API Invoker UE and AEF related to CAPIF 2/2e authentication.

CAPIF Core Function can provide OAuth 2.0 access token for the API Invoker to allow the AEF to perform authorization verification to provide access to service APIs.
Further details are upto the normative work.
Editor’s Note: Further conclusion on other case is FFS.
*****End of Change 1*****
