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1
Decision/action requested

Approve the changes in clause 4 for inclusion in 33.887.
2
References

[1]
3GPP TR 33.887 Study on Security aspects for 5WWC Phase 2
3
Rationale

AUN3 devices may support the 5G key hierarchy or may not support the 5G key hierarchy. However, KI#1, related agreed solutions, and the conclusion consider that the AUN3 devices do not support the 5G key hierarchy. AUN3 devices supporting the 5G key hierarchy are equivalent to N5CW devices since they use the same authentication procedure.

The Solution1 in the TR is about the AUN3 device supporting the 5G key hierarchy, so it falls under the N5CW device. Therefore, we are resubmitting the same solution with few changes like AUN3 device is now defined as a N5CW device..
4
Detailed proposal

**** START OF CHANGE ****
6.x
Solution #x: Authentication for AUN3 devices supporting 5G key hierarchy, i.e. N5CW
6.x.1
Introduction 

This solution addresses the authentication of AUN3 devices supporting 5G key hierarchy(i.e. N5CW) based on the EAP_AKA prime method.

6.x.2
Solution details

6.x.2.1
Procedure 
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 Figure 6.1.2.1-1: EAP-AKA prime based AUN3 (i.e. N5CW) authentication
1a.
The AUN3 device establishes a WLAN connection with the WLAN Access Network (AN), using procedures specified in IEEE 802.11.

1b, 1c.
L2 connection and EAP identity retrieval are performed. AUN3 device sends back EAP Response/Identity message.   The AUN3 device uses SUCI in NAI format (i.e., username@realm format as specified in clause 28.7.3 of TS 23.003) or 5G-GUTI.  

2a, 3a, 3b, 3c.
If the RG is an FN-RG, the FN-RG sends the EAP response/Identity including the NAI to the W-AGF. The W-AGF creates a registration request on behalf of the AUN3 device with a new indication that the registration is on behalf of an AUN3 device where protection is required for the interface between the AUN3 device and RG. The W-AGF selects the AMF/SEAF.The W-AGF sends to the AMF/SEAF a registration request on behalf of the AUN3 device. The registration request includes the NAI SUCI, wireline network name if available, and the new indication. The same message content is forwarded from AMF to AUSF and then from AUSF to UDM. 
2b, 3b, 3c.

If the RG is a 5G-RG, the 5G-RG sends a NAS Registration Request message to the AMF, including the received SUCI and the new indicator for encryption required for AUN3 device.

4.
Authentication procedure for EAP-AKA' is performed as defined in the section 6.1.3.1 of TS 33.501[4].

5.
Based on the indication in step 3, AMF derives the WAGF key.
6.
The AMF sends NAS Security Mode Command mode and provides the  WAGF key (KWAGF') to W-AGF.
7.
W-AGF/RG derive the KRG as PMK key from the WAGF key (KWAGF'). 

8.
RG and AUN3 device will derive WLAN keys from PMK.

9.
The AUN3 device performs a 4-way handshake to establish a secure connection with the WLAN AN. 

6.x.2.2
Key derivation 

6.x.2.2.1
WAGF' key for AUN3 device (i.e. N5CW)
When deriving the keys KWAGF' for AUN3 from KAMF then the following parameters should be used  input S to the KDF. 

-
FC = 0x<to be defined>
- 
P0 = Access type distinguisher

-
L0 = length of Access type distinguisher (i.e. 0x00 0x01)

The access type distinguisher shall be set to the value for 'non-3GPP (0x02) when deriving KWAGF'.

6.x.2.2.2
KRG key

When deriving a KRG key from KWAGF' the following parameters shall be used to form the input S to the KDF. 

-    FC = 0x<to be defined>
-    P0 = Usage type distinguisher

-    L0 = length of Usage type distinguisher (i.e. 0x00 0x01)

Usage type distinguisher value is set to 0x02.
6.x.3
Evaluation

This solution meets both the requirements mentioned in the KI for the AUN3 device that support 5G key hierarchy. i.e. 

· 5GC should be able to authenticate the AUN3 device behind RG.

· The 5GS should provide a means for the AUN3 device and RG to get a shared key that could be used to provide protection of the interface between them.
Impact on the entities
AUSF/UDM: New indication received for AUN3 devices and select authentication algorithm accordingly. 

AMF: generates the keys and provides the same to RG/W-AGF.

RG/W-AGF: receives new key material from AMF and then derives the PMK. 

UE: derive the new keys.

**** END OF CHANGE ****
AUN3/N5CW
RG
(WLAN AP)
W-AGF
AMF
AUSF
UDM
1a.802.11 connection established
3a.Registration Request
(SUCI,SN-Name, New Flag for AUN3 device Encry Req Ind)
3b.Nausf_UEAuthentication_AuthenticateRequest
(SUCI,SN-Name, Flag for AUN3 device Encry Req Ind)
3c.Nudm_UEAuthentication_GetRequest
(SUCI,SN-Name, Optional Flag for AUN3 device Encry Req Ind)
4.Authentication (EAP-AKA’based authentication as defined in 6.1.3.1 of TS 33.501)
5.Derive WAGF key
8a.Derive WLAN keys from PMK
8b.Derive WLAN keys from PMK
7b.
(EAP-Success, PMK)
9. 4-way handshake
6.N2 message with EAP Success and sharing WAGF key
7a.Derive PMK from WAGF key
7c.EAP notification
(EAP-Success)
1b. L2 (EAP-Request/
Identity)
1c. L2 (EAP-Response/
Identity (SUCI or GUTI)
2a AAA message
2b Registration Request(SUCI, Flag for AUN3 device Encry Req Ind)



