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1	Decision/action requested
It is requested to approve this proposal in TR 33.738.
2	References
[1]   3GPP TR 33.738 V0.3.0 "Study on security aspects of enablers for Network Automation for 5G - phase 3" 
3	Rationale
This solution proposes to reuse SBA as much as possible for authorization of AI/ML model sharing between different vendors. 
4	Detailed proposal

  **** START OF CHANGE ****
[bookmark: _Toc107933448]6.X	Solution #X: Authorization of AI/ML model sharing between different vendors and usage of one-time URLs
6.X.1	Introduction
This solution addresses key issue # 3 (security for AI/ML model storage and sharing) considering that the consumer (NWDAF containing AnLF) and the producer (NWDAF containing MTLF) can be different vendors. 
Editor's Note: Clarification on whether and how this solution addresses the second requirement is FFS. 
6.X.2	Solution details
The steps of the procedure depicted in Figure 6.X.2-1 are explained below.





   6.X.2-1: Model sharing between NWDAF containing MtLF and NWDAF containing AnLF from different vendors.
Steps:
0a. The NFp registers with the NRF using the interoperability ID. It is assumed that the NRF verifies the vendor ID of the NFp.
0b. The NFc registers with the NRF using the vendor ID. It is assumed that the NRF verifies the vendor ID of the NFc. 
Assumption: The NRF can verify the Vendor ID of the NWDAF containing AnLF. 
Editor's Note: Alignment with SA2 for the overall procedure and usage of vendor ID is FFS. 

Editor's Note: How the NRF verifies the Vendor ID of the NFDAF is pending the resolution of Key Issue #11 NRF validation of NFc for access token requests in TR 33.875 "Study on enhanced security aspects of the 5G Service Based Architecture (SBA)"

0c. The NFp performs some operations for security of the ML model, such as encryption and integrity protection. These operations are out of scope of the solution. 
1. If the NFp wants to store the ML model in the ADRF, the NFp triggers storing the ML model in the ADRF. For downloading the model by the ADRF, the NFp provides the address (URL1) of the model in the NFp. Also, the NFp can send the model correlation ID to the ADRF. 
2. ADRF securely fetches the protected model. The fetch method and its security are out of scope. 
3. The ADRF sends the location of the model (URL2) to the NFp to be used for the NFp to update or access the model in a later point in time. 
4. The NFc executes the discovery procedure with the NRF.
5. The NFc request a token from the NRF indicating the analytics ID. 
6. The NRF checks whether the vendor ID of the NFc, stored in the profile of the NFc in the NRF, is one of the vendor ID in the interoperability ID in the NFp profile. If the check is successful, then the NRF issues a token that includes the vendor ID of the NFc.
7. The NFc sends the Model request including the token to the NFp.
8. The NFp validate the token and can perform further authorization using the vendor ID specified in the token. 
Steps 9 and 10 are executed if the model is stored in the ADRF.
9. After successful authorization, the NFp request a URL, which can be usable only once, from the ADRF. 
10. The ADRF checks if the stored model owner is the NFp. If the check is successful, the ADRF provides a URL (URL3) for the stored model. The URL3 can be a URL that is used only once (one time URL).
NOTE:	How to provide one time URL by the ADRF is implementation detail which is out of scope of the solution. 
11. The NFp provides the URL3 received from the ADRF to the NFc if the model is stored in the ADRF. If the model is stored in the NFp, then the NFp provides the location of the model in the NFp (URL4).
12. The NFc fetches the protected model from the NFp (step 12a) or ADRF (step 12b). The fetch method and its security are out of scope.
13. The NFc performs some operations considering the interoperability ID on the protected ML model such as decryption and integrity check. These operations and keys are out of scope of the solution.
Editor's Note: Protection of one-time URLs is FFS. 

**** END OF CHANGE ****
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