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1
Decision/action requested

The contribution proposes a new solution to address KI#3 in TR 33.876.
2
References

3
Rationale

This contribution provides a new solution addressing some of the requirements of key issue #3. Specifically, this solution addresses the risks that may occur during the simultaneous update/renewal of a vast number of certificates.

4
Detailed proposal

*************** Start of 1st Change ****************
6.X
Solution #X: Policy based certificate update/renewal
6.X.1
Introduction 
This contribution addresses this key issue #3, and in particular the risk that may occur during the simultaneous update/renewal of a vast number of certificates.
6.X.2
Solution details
Normally, certificate update for CA/ PKI subscribers can be initiated in advance (e.g., one/two months) before the certificate expires due to the policy of the CA or the PKI subscribers, so that the new certificate can be tested while the current certificate is still available. Therefore, the CA has an enough period of time to process the simultaneous certificate update before the expiration date. The detailed description is as follows:
1. The time for updating the certificate before the certificate expires can be preconfigured in the NF and monitored by the CA. 

2. When the NF discovers that the certificate is about to expire according to the preconfigured update time, it will trigger the certificate update process. 

3. Even if the NF does not trigger the certificate update process, the CA can also monitor that the certificate for NF is about to expire, and trigger the certificate update for NF.  

4. Besides, the CA doesn’t have to update the certificates with the same expiration date at the same time. The certificates can be divided into different groups and been updated separately due to the policy of the CA. The CA can even set different update times for NFs with the same expiration time. This can also address the scenario of CA’s certification update and revocation, which results in the simultaneous certificate update for CA and the involved entity certificates.
The compromise of a crypto algorithm in use is a corner case, and can also be addressed by the CA policy as described in step 4. 
All the aspects above depend on CA/ PKI subscribers’ policies and NF/CA internal implementations. So, how to deal with the simultaneous update/renewal of a vast number of certificates could be left to implementation based on the policy of CA controlled by the operator. If needed some guidance can be added in the normative phase to clarify this.
6.X.3
Evaluation

TBD 
*************** End of 1st Change ****************
