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1
Decision/action requested

Approve the changes in clause 4 for inclusion in TS 33.526 [1].
2
References

[1]
3GPP TR 33.526 " Security Assurance Specification for the Management Function (MnF)"
3
Rationale

This contribution proposes updates to clause 4.3 of the MnF SCAS [1]. No specific tests or adaptation is included in these changes.
4
Detailed proposal

It is proposed to approve the following changes for inclusion in TS 33.526 [1].

**** Start of Changes****

4.3.2
Technical Baseline
There are no MnF-specific additions to clause 4.3.2 of TS 33.117 [3].
**** Next Changes****

4.3.3
Operating Systems
4.3.3.1
General operating system requirements and test cases
4.3.3.1.1
IP-Source address spoofing mitigation
There are no MnF-specific additions to clause 4.3.3.1.1 of TS 33.117 [3].
4.3.3.1.2
Minimized kernel network functions
There are no MnF-specific additions to clause 4.3.3.1.2 of TS 33.117 [3].
4.3.3.1.3
No automatic launch of removable media
There are no MnF-specific additions to clause 4.3.3.1.3 of TS 33.117 [3].
4.3.3.1.4 
SYN Flood Prevention 
There are no MnF-specific additions to clause 4.3.3.1.4 of TS 33.117 [3].
4.3.3.1.5
Protection from buffer overflows
There are no MnF-specific additions to clause 4.3.3.1.5 of TS 33.117 [3].
4.3.3.1.6
External file system mount restrictions

There are no MnF-specific additions to clause 4.3.3.1.6 of TS 33.117 [3].
**** Next Changes****

4.3.4
Web Servers
4.3.4.1
General
There are no MnF-specific additions to clause 4.3.4.1 of TS 33.117 [3].
4.3.4.2
No system privileges for web server
There are no MnF-specific additions to clause 4.3.4.2 of TS 33.117 [3].
4.3.4.3
No unused HTTP methods
TBD
4.3.4.4
No unused add-ons
There are no MnF-specific additions to clause 4.3.4.4 of TS 33.117 [3].
4.3.4.5
No compiler, interpreter, or shell via CGI or other server-side scripting
There are no MnF-specific additions to clause 4.3.4.5 of TS 33.117 [3].
4.3.4.6
No CGI or other scripting for uploads
There are no MnF-specific additions to clause 4.3.4.6 of TS 33.117 [3].
4.3.4.7
No execution of system commands with SSI
There are no MnF-specific additions to clause 4.3.4.7 of TS 33.117 [3].
4.3.4.8
Access rights for web server configuration
There are no MnF-specific additions to clause 4.3.4.8 of TS 33.117 [3].
4.3.4.9
No default content
There are no MnF-specific additions to clause 4.3.4.9 of TS 33.117 [3].
4.3.4.10
No directory listings
TBD
4.3.4.11
Web server information in HTTP headers
TBD
4.3.4.12
Web server information in error pages 
TBD
4.3.4.13
Minimized file type mappings
There are no MnF-specific additions to clause 4.3.4.13 of TS 33.117 [3].
4.3.4.14
Restricted file access
There are no MnF-specific additions to clause 4.3.4.14 of TS 33.117 [3].
4.3.4.15
Execute rights exclusive for CGI/Scripting directory
There are no MnF-specific additions to clause 4.3.4.15 of TS 33.117 [3].
**** Next Changes****

4.3.5
Network Devices
4.3.5.1
Traffic Separation
TBD
**** Next Changes****

4.3.6
Network Functions in service-based architecture 
4.3.6.1
Introduction

There are no MnF-specific additions to clause 4.3.6.1 of TS 33.117 [3].
4.3.6.2
No code execution or inclusion of external resources by JSON parsers

TBD
4.3.6.3
Unique key values in IEs
TBD
4.3.6.4
The valid format and range of values for IEs

TBD
**** End of Changes****

