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1	Decision/action requested
Solution for N32 security PRINS simplification.
2	References
[1]	3GPP TR 33.875
3	Rationale
3GPP has defined two security mechanisms for 5G Roaming Security, specifically for N32-f interface protection: TLS (Transport Layer Security) and PRINS (ALS: Application Layer Security)
Different stakeholders voiced that they may require the flexibility provided by 3GPP specs, selecting between transport layer security and application layer security, based on the interconnection schema or business needs. 
This solution provides answers to the question for simplification. One of the arguments given was that the security model needs to avoid cumbersome negotiation procedures, which however in PRINS are relevant, as security configuration parameters and protected information elements need to be agreed between roaming partners and provided to IPX providers.
4	Detailed proposal


*********** START OF CHANGES

6.X	Solution #X: Solution on N32 security profiles 
[bookmark: _Toc112794831][bookmark: _Toc117088810]6.X.1	Introduction
This solution is addressing aspects of KI#10, in the attempt to improve practicability of the N32 PRINS solution for IPX or roaming hub as intermediaries. It proposes to introduce profiles for the N32 security solution.
The following requirements on roaming via N32 are defined in 33.501:
· The solution shall support application layer mechanisms for addition, deletion and modification of message elements by intermediate nodes except for specific message elements described in the present document.
	NOTE: Typical example for such a case is IPX providers modifying messages for routing purposes.
· The solution shall provide confidentiality and/or integrity end-to-end between source and destination network for specific message elements identified in the present document. For this requirement to be fulfilled, the SEPP – cf [2], clause 6.2.17 shall be present at the edge of the source and destination networks dedicated to handling e2e Core Network Interconnection Security. The confidentiality and/or integrity for the message elements is provided between two SEPPs of the source and destination PLMN–. 
· The destination network shall be able to determine the authenticity of the source network that sent the specific message elements protected according to the preceding bullet. For this requirement to be fulfilled, it shall suffice that a SEPP in the destination network that is dedicated to handling e2e Core Network Interconnection Security can determine the authenticity of the source network.
· The solution should have minimal impact and additions to 3GPP-defined network elements.
· The solution should be using standard security protocols. 
· The solution shall cover interfaces used for roaming purposes.
· The solution should take into account considerations on performance and overhead.
· The solution shall cover prevention of replay attacks.
· The solution shall cover algorithm negotiation and prevention of bidding down attacks.
· The solution should take into account operational aspects of key management.
3GPP has defined two security mechanisms for 5G Roaming Security, specifically for N32-f interface protection: TLS (Transport Layer Security) and PRINS (ALS: Application Layer Security)
Different stakeholders voiced that they may require the flexibility provided by 3GPP specs, selecting between transport layer security and application layer security, based on the interconnection schema or business needs. 
This solution provides answers to the question for simplification. One of the arguments given was that the security model needs to avoid cumbersome negotiation procedures, which however in PRINS are relevant, as security configuration parameters and protected information elements need to be agreed between roaming partners and provided to IPX providers.
[bookmark: _Toc112794832][bookmark: _Toc117088811]6.X.2	Solution details
To facilitate and simplify the deployment and operation of PRINS as one N32 security solution, it is proposed to introduce security profiles.  
N32-c negotiation for PRINS is enhanced to allow selecting the existing scheme (for backward compatibility and high security requirements voiced in discussions) or selecting one or several security profiles. 
· Only by selecting "full PRINS“, negotiation of a cipher suite and exchange of modification and encryption policies is needed (current schema).
· If a pre-defined profile, e.g. "profile A" or "profile B", is chosen, a pre-defined security profile will be negotiated between SEPPs, and IPX can be instructed equally. 
· "null PRINS" could be then one option, which in current understanding means, that JSON objects are created without encryption policies but integrity protected. NOTE: null PRINS may however not be preferable, since AVs and authorization tokens need protection
With this information, during N32-c handshake, if the PRINS enhanced profile, e.g., “B”, is chosen, then both SEPPs (VPLMN and HPLMN) know how to handle the communication on the N32-f interface and the intermediary IPX providers as well. I.e., a profile indicator during N32-c negotiation phase can be propagated as an indication of the selected PRINS profile to the IPX; since only PRINS can be chosen, N32-f will always be based on application layer.
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Figure 6.X.2-1: Example of N32 security profile
If PRINS with “full PRINS” is chosen, configuration parameters can still be negotiated/exchanged, which keeps market open to those, really wanting this high security option
a.	Modification policy. A modification policy indicates which IEs can be modified by an IPX provider of the sending SEPP.
b. 	Data-type encryption policy. A data-type encryption policy indicates which types of data will be encrypted by the sending SEPP.
c.	Cipher suites for confidentiality and integrity protection, when application layer security is used to protect HTTP messages between them.
d.	N32-f context ID. The N32-f context ID identifies the set of security related configuration parameters applicable to a protected message received from a SEPP in a different PLMN.
If PRINS with any other profile is chosen, the following configuration parameters need to be negotiated/exchanged and profiles need to be defined.
a. A PRINS profile indicating a predefined set of one or more of the above policies.
NOTE: Data type encryption policy for null PRINS profile: this policy will not specify any data type to be confidentiality protected;  Modification policy for null PRINS profile: this policy will not specify any IE subject to be modifiable. Still, integrity protection is provided.

6.X.3	Evaluation
TBD


*********** END OF CHANGES
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Enumeration value  Description  

„TLS“  TLS security.  

„PRINS“   ---   full   ---   null   ---   profile A   ---   profile B   ---   ...   ---   operator defined profile  Protocol for N32  Interconnect Security with  subcategories to indicate full usage of PRINS,  or with no security or with profiles  

 


