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1
Decision/action requested

This paper proposes a new solution for untrusted access for SNPN.
2
References

[1] 3GPP TR 33.858 ‘Study on security aspects of enhanced support of Non-Public Networks phase 2 (Release 18)’
3
Rationale

This solution proposes to reuse the untrusted access procedures of TS 33.501 and only when an anonymous SUCI is sent by the UE to use an assigend unique identifier from the N3IWF.
4
Detailed proposal

Start of Changes

6.0
Mapping of solutions to key issues

Table 6.0-1: Mapping of solutions to key issues

	Solutions
	KI#1: Security of non-3GPP access for SNPN
	KI#2: Authentication for UE access to hosting network

	Solution #1: Authentication mechanism for untrusted non-3GPP Access in SNPN scenarios
	X
	

	Solution #2: Authentication mechanism for trusted non-3GPP Access in SNPN scenarios
	X
	

	Solution #3: Use of anonymous SUCI in trusted non-3GPP access for SNPN
	X
	

	Solution #4: Authentication for devices that do not support 5GC NAS over WLAN access in SNPN scenarios
	X
	

	Solution #X: Untrusted non-3GPP Access for SNPN 
	X
	


6.X
Solution #X: Untrusted non-3GPP Access for SNPN
6.X.1
Introduction 

This solution addresses key issue #1.

The normal untrusted access procedures are used, only if the UE sends an anonymous SUCI, then the N3IWF assigns a unique identifier and the UE uses the unique identifier in the IDi when sending the IKE_AUTH with AUTH.

6.X.2
Solution details

This solution reuses the untrusted non-3GPP access authentication procedure in PLMN scenarios in clause 7.2.1 of TS 33.501 [x] with the following modifications:

If the UE sends an anonymous SUCI in step 5 of the procedure, then the N3IWF assigns a unique identifier, which is unique within the N3IWF and used to bind the communication and the security key received in step 12. The N3IWF provides the assigned unique identifier to the UE in an IKE_AUTH_Response and the UE shall include the unique identifier in the IDi when sending the IKE_AUTH with AUTH in step 14. The N3IWF uses the received unique identifier to locate the KN3IWF for the connection.
6.X.3
System impact

The N3IWF assigns a unique identifier to the UE when sending an anonymous SUCI, the UE sends the unique identifier with the IKE_AUTH with AUTH.
6.X.4
Evaluation

The identifier is unique within the N3IWF and used to bind the communication and the security key to the UE.

Editor’s Note: Further Evaluation is FFS

Editor’s Note: It is FFS whether an untrusted solution is required
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