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1
Decision/action requested

This pCR provides update to Solution #8 in TR 33.741.
2
References

[1]
3GPP TR 33.741, ‘Study on home network triggered primary authentication (HONTRA)’, (Release 18).
3
Rationale

This pCR provides clarification on usecase specific evaluation and provides few editorial updates.
4
Detailed proposal

SA3 is kindly requested to agree on the pCR below to TR 33.741.
*****Start of Change 1*****

5.8
Solution #8:  Solution to enable UDM in the HN to trigger Primary Authentication

5.8.1
Introduction

The Solution address key Issues #1 and #2. The solution enables the UDM in the Home Network (HN) to trigger the primary (re-)authentication and further also describes various security context handling (i.e., for SoR, UPU and AKMA) associated with the Kausf resulting from a successful primary (re-)authentication.

5.8.2
Solution details

The Solution discuss two main aspects as follows:

(A) HN Triggering Primary (re-)authentication (This part is applicable to use-case such as a home network triggers a primary (re-)authentication based on any of: operator policy, or SoR/UPU counter is about to wrap around):
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 The solution describes various factors that need to be considered by the AUSF to determine if a primary (re-) authentication is required and if a primary (re-)authentication is required, the solution further explains how a primary (re-)authentication is triggered by the UDM (on a request from AUSF) in the home network as shown in Figure 5.8.2-1.

Figure 5.8.2-1: HN triggered primary authentication with AUSF

The steps showns in Figure 5.8.2-1 is described as follows:

0. Primary authentication as in TS 33.501 Clause 6.1.3.  The expiration time for the primary authentication related to the SUPI can be set in the UDM based on local policy. After a successful primary authentication, a successful registration may occur and multiple UE Parameter Update (UPU) procedure and/or Steering of Roaming (SoR) procedure may happen.

1. At any point of time, the AUSF can determine to notify any of the following factors such as (i) if the SoR counter is about to wrap around or (ii) if the UPU counter is about to wrap around:

2a. The AUSF sends to UDM a notification message which can include SUPI, cause value (as suitable to the condition met such as any of: SoR Counter wrap around indication / UPU Counter wrap around indication).

2b. The UDM on receiving any of SoR Counter wrap around indication, UPU Counter wrap around indication, checks if is valid based on local policy. If a Counter wrap around indication is received related to SoR or UPU which is ongoing or required to be sent, the UDM/UDR can locally store the SoR or UPU data until a successful primary (re-authentication) is completed and (re-)initiate SoR/UPU accordingly.

2c. The UDM can send an acknowledgement indication in the notificationresponse message.

Further irrespective of the SoR/UPU wrap around conditions, based on the expiration time locally stored for the primary authentication of UE related to the SUPI, the UDM can trigger primary (re-)authentication with step 7-8.
3. The UDM sends to the serving AMF/SEAF of the UE an authentication request with SUPI. 

4. The AMF/SEAF initiates primary (re-)authentication as described in TS 33.501[3] Clause 6.1.2.

(B) AKMA Key handling without signalling overhead (This part is applicable only for use-case related to AF key expiry and service outage issue):

Setting AKMA Key expiry: The solution describes how an AKMA Key expiration and AF key expiration are handled in relation to the primary authentication to enable efficient AKMA related key handling with limited signalling. Figure 6.Y.2-2 shows setting of AKMA Key expiry.
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Figure 5.8.2-2: Deriving KAKMA and Setting expiry time after primary authentication

The steps shown in Figure 6.Y.2-2 is described below.

0. Initiation of authentication and authentication method selection is based on TS 33.501[3] Clause 6.1.2.

1-3. Based on the selected authentication method, generate the authentication vector (AV) as in 33.501[3] Clause 6.1.3. The UDM/UDR based on operator policy set an expiry time related to the primary authentication and AUSF Key to be used by the AUSF to set the AKMA key lifetime. The UDM sends to AUSF, Nudm_UEAuthentication_Get Response message which can include AV, SUPI, an expiry time (i.e, exp Time) indication, AKMA indication and Routing Indicator (i.e., if a subscriber has an AKMA subscription UDM includes AKMA indication and Routing Indicator according to TS 33.501[3] Clause 6.1.3). The AUSF performs authentication method specific message exchange (i.e., one or more message exchanges related to the authentication) with the UE as in TS 33.501[3] Clause 6.1.3. On successful primary authentication, the AUSF derives AUSF Key (i.e., KAUSF) and based on home network operator policy stores the KAUSF as in TS 33.501[3] Clause 6.1.3 along with the SUPI.

4. If the AUSF receives AKMA indication from UDM, then AUSF derives AKMA Anchor Key (i.e., KAKMA) and A-KID from the AUSF Key (i.e., KAUSF) as in TS 33.535[5]. The AUSF sets the expiry time for the AKMA Key (i.e., KAKMA) based on the expiry time received from the UDM.
NOTE 1: The need for AKMA Key exiry time is applicable only when this study conclusions takes into account the ‘AF key expiry’ without UE impacts as one of the aspects to be addressed as part of KI#1 and KI#2. Setting of AKMA key expiry based on operator policy allows, the AAnF to set AF key expiry time same as AKMA key expiry. So, before an AF key expire, the home operator would have performed a home triggered primary authentication based on operator policy.

The UE can generate the AKMA Anchor Key (KAKMA) and the A-KID from the KAUSF before initiating communication with an AKMA Application Function as in TS 33.535[5]. 
5a. The AUSF selects the AKMA Anchor Function (AAnF) and sends the generated A-KID, KAKMA and AKMA Key expiry time to the AAnF together with the SUPI of the UE using the Naanf_AKMA_KeyRegistration Request service operation. The AAnF can store the latest information (such as latest A-KID, KAKMA and AKMA Key expiry time) sent by the AUSF.

NOTE 1: When re-authentication runs, the AUSF generates a new A-KID, and a new KAKMA and sets the new AKMA Key expiry time and sends the new generated A-KID, new KAKMA and new AKMA Key expiry time to the AAnF. After receiving the new generated A-KID, KAKMA and new AKMA Key expiry time, the AAnF deletes the old A-KID, KAKMA, and AKMA Key expiry time and stores the new generated A-KID, KAKMA and new AKMA Key expiry time.

5b. The AAnF stores the received SUPI, A-KID, KAKMA and AKMA Key expiry time (i.e., KAKMA exp time).
5c. The AAnF sends the response to the AUSF using the Naanf_AKMA_AnchorKey_Register Response service operation as in TS 33.535[5].

Setting AF Key expiry: 

The expiry time for the AF Key is set based on the expiration time of the AKMA Key as shown in Figure 5.8.2.3.

The steps shown in Figure 5.8.2-3 is described as follows:
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Figure 5.8.2-3: AF Expiration handling and HN triggered primary authentication

1-2. The pre-requisite and steps 1-2 are same as in TS 33.535[5] Clause 6.2.1.

3. Derive AF key as in TS 33.535[5]. 

Then the AAnF sets the expiration time for the KAF considering the locally stored expiration time of the AKMA Key (Where the expiration time for the KAF can be same as the expiration time of the AKMA Key). 

4-5. Steps 4-5 are same as in TS 33.535[5] Clause 6.2.1.

Following a successful AF key establishment, the UE can securely communicate with the AF and use the application. At a later point of time, following steps may be performed on AF key expiry.

6a-b. If the UE request the AF for access and if the KAF expires or is about to expire, then the AF request the AAnF for the AF key by sending Naanf_AKMA_ApplicationKey_Get request, which may include indication for key refresh.

NOTE 3: As the AF key expiration is bound to the expiration of the AKMA Key and inturn to the expiration of the AUSF Key, by the time AF key expires, the AUSF Key will also be expired and the AUSF would have triggered primary (re-) authentication and the primary (re-)authentication would be running meanwhile.

6c. The AAnF checks the locally available AKMA Key expiration time for the associated A-KID, if it is expired, then the AAnF can determine not to refresh the AF Key and determines to waits for the new AKMA key to be provided by the home network (i.e., AUSF);

6d. The AAnF sends to AF a Naanf_Response message, which can include a waiting time(r) if the AAnF finds that the AKMA Key available is expired for the A-KID. 

The waiting time(r) can be used by the AF to retry the key request procedure with AAnF. During this time, the already running primary (re-)authentication if succeed, results in a new AKMA key and new AF key establishment.

7a-b. If the AUSF key expires, the AUSF triggers primary (re-)authentication as described in (A) step 5-8 of this clause.
5.8.3
Evaluation

The solution has the following impacts as described per usecase:
NOTE: The listed impacts are redundant as a use case specific evaluation was expected to be provided for KI#1 and #2.
Ability of HN to trigger primary authentication Use Case:

UDM: Based on operator policy, locally configured with expiration time for the primary authentication of UE related to the SUPI. The UDM can trigger primary (re-)authentication based on local configuration by sending a request to the serving AMF.
AMF: Based on request from the UDM, it need to initiate a primary authentication.
SoR/UPU Counter Wrap Around Use Case:
AUSF: If the SoR/UPU Counter is about to wrap around, it notifies the UDM about the wrap around condition, along with the SUPI. 
UDM: The UDM need to initiate primary (re-)authentication for a UE by sending a request to the serving AMF when it receives any SoR/UPU wrap around related notification from the AUSF.
AMF: Based on request from the UDM, it need to initiate a primary authentication.

KAKMA Refresh Use Case:
AUSF: If an expiry time is received from the UDM, it needs to set the AKMA key validity using the received expiry time and need to provide the AKMA key expiry time to the AAnF along with the AKMA key in the eixtsing procedure. 

UDM: The UDM need to initiate primary (re-)authentication for a UE by sending a request to the serving AMF when the earlier primary authentication validity is about to expire based on local configuration. Further The UDM based on local policy need to set an expiration time for the primary authentication validity as well as an expiry time for the AKMA related key usage.

AMF: Based on request from the UDM, it need to initiate a primary authentication.

AAnF: If an AKMA key expiry time is received, based on local policy, the AF key expiry time should be set considering also the received AKMA key expiry time. 



*****End of Change 1*****
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