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1	Decision/action requested
In this box give a very clear / short /concise statement of what is wanted.
2	References

3	Rationale
This contribution proposes the evaluation of solution #11.
4	Detailed proposal
************ START OF CHANGES ************
[bookmark: _Toc117084462]6.11	Solution #11: OCSP Stapling addressing Key Issues #5 and #6
[bookmark: _Toc117084463]6.11.1	Introduction
This solution addresses key issue #5 by introducing, within the context of 5GC SBA, the revocation procedures associated to standard OCSP stapling [15][16], whose profile can be found in clause 6.1b of TS 33.310 [3]. The use of the Certificate Status extension, commonly referred to as "OCSP stapling", aims to offload the consumption of client resources and the contact with the OCSP server. OCSP stapling makes the server responsible of performing OCSP requests, thus reducing the latency and increasing the availability of the revocation service, i.e., the server timestamps and caches the most recent OCSP responses, so that those can be attached (“stapled”) to the clients TLS handshakes responses together with the certificates, even during short CA and/or OCSP server outages. Every NF should get the OCSP stapling of its end entity (EE) certificate from OCSP periodically.
The solution addresses the relation of the certificate management lifecycle and NF management lifecycle described in key issue #6, specifically the reconciliation of certain NF lifecycle processes such as the discovery procedure performed by the NRF with the validity period of the certificates, by adding the OCSP stapling of the NF EE certificate in the NF profile. Consequently, every NF should register and update its profile with OCSP stapling of its EE certificate in the NRF. The NRF should check the NF producer’s (NFp) OCSP stapling from its profile and accordingly responds to the NF consumers discovery, access token or subscription requests by including only the NFps with valid stapling. 
[bookmark: _Toc117084464]6.11.2	Solution details
Before the first registration of the NFp in the NRF, the NFp should get the OCSP stapling for its EE certificate from the OCSP server, and then embed this information as part of the NF profile registered in the NRF. 
The OCSP stapling contains the validity and revocation status of the EE certificate provided by the OCSP server, despite its initial validity availed from the CA. The OCSP server will always have the latest information about the NF certificate status. The OCSP stapling of the EE certificate can be updated by the periodic requests from the NF to the OCSP server, or by preconfigured OCSP server policies. The OCSP stapling updates should trigger the corresponding update of the information in the NF profile within the NRF. 
Figure 6.11.2-1 illustrates the procedure:



Figure 6.11.2-1: OCSP stapling procedure for NFp validation in NRF
1) 	NFp sends a OCSP stapling request for its EE certificate to OCSP server.
2) 	OCSP server sends the OCSP stapling response to NFp with the latest status of the EE certificate. 
NOTE: Alternatively, OCSP server may push stapling updates to the NFp based on operator security policy.
3) 	NFp registers or updates its NF profile in the NRF including the latest status of the EE certificate. 
4a)	NRF register the NFp profile, which contains the OCSP stapling information, i.e., the latest status of the EE certificate. 
4b)	NRF validates the OCSP stapling message and updates the NF profile.
5)	NFc sends a request to NRF for a NFp, e.g., discovery request, access token request, subscription request. 
6a)	 Checks the OCSP stapling information of the candidate NFps (along with other parameters in the profile)
6b)	 If the status of the EE certificate is OK, the NFp is considered in the response.
7)	NRF response to NFc request with a NFp whose EE certificate is valid.
If the NFp instance is removed from the infrastructure by the corresponding management function, the NF profile is deactivated from the NRF, and the management function and/or NRF should inform the operator RA/CA to proceed with the revocation of the certificate. This procedure is left to implementation. 
[bookmark: _Toc117084465]6.11.3	Evaluation
The solution addresses the key isse #5 by using one certificate revocation schema known as OCSP stapling. OCSP stapling is one of the revocation schemas profiled in TS 33.310 [3]. In general, OCSP improves the latency and performance of the revocation related procedures by providing an online service, thus the number of revoked certificates is not a concern. Specifically, OCSP stapling enhances the availability of the service in case of CA or OCSP responder outages, since the server caches the most recent OCSP responses. 
The solution also proposes a procedure to address the relation between certificate management lifecycle and NF management lifecycle described in key issue #6, by registering and updating the NF profile with OCSP stapling information. The status of the certificate of the NFp will be verified by the NRF before responding the request of the NFc, thus NRF will always respond with a NFp whose EE certificate is valid. 
The solution has the following impact in existing architecture and procedures:
· the implementation of an OCSP service as part of the PKI infrastructure of the operator 
· the support of OCSP stapling by the NFs
· the update of the NF profile with OCSP stapling information
· 
· the verification of the OCSP stapling information by the NRF 
Observations:
· the update of the OCSP stapling information can represent an issue if the certificate is revoked before next OCSP stapling is renewed, since neither NRF nor NF will come to know about the actual OCSP stapling, i.e., status of the certificate. 
· [bookmark: _Hlk119565521]the solution addresses NFp-NRF segment, responding to the use case indicated in the KI #6 description. The registration of the NFc is optional (clause 13.4.1.1.1, TS 33.501). If NFc is registered, the same procedure can be applied to NFc-NRF segment, and OCSP stapling could be part of the NFc profile. Nevertheless, for any SBA communication from an NFc to NRF, if done via TLS, the certificate validation of both peers is implicit, hence NFc doesn’t need to store stapling in its profile with NRF.
· NFp could fetch the OCSP staplings of all certificates in the EE certificate chain and update the same in NF profile with NRF.  
· the solution introduces additional signalling between the OCSP responder and the NFp corresponding to the updates of OCSP stapling information.  


************ END OF CHANGES ******************
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