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1
Decision/action requested

This contribution proposes a new conclusion for EDGE2.
2
References

NA
3
Rationale

The key issue is for studying how to select which authentication mechanism to be used between EEC and ECS/EES. 12 solutions (i.e., Solution #3, #4, #5, #6, #7, #8, #9, #10, #11, #15, #16, #17) were proposed in this regard.

Those solutions cover the following aspects:

1. Is there any default authentication method to solve the authentication failure case?
a) Service-side authentication to be used for the default mechanism?
i. Apple, Xiaomi, Huawei: Generally fine
ii. Samsung, Ericsson: both the server and client has to be authenticated.
2. What is the capability requirement of UE (EEC), SN, HN, EES/ECS?
3. Which network component selects the mechanism based on the input? EEC, EES/ECS, or the Network side (e.g. SMF)? 

4. How to acquire the HPLMN/VPLMN capability?

The table below gives the differences based on the aspects above for all the related solutions:
	
	Is there any default authentication method to solve the authentication failure case
	UE (EEC) capability 
	ECS/EES capability
	SN capability
	HN capability
	Which network component selects the mechanism
	How to acquire the HPLMN/VPLMN capability

	Sol #3
	Yes
	TLS with client-server certificate-based, AKMA, GBA, and operator/local policy
	TLS with client-server certificate-based, AKMA, GBA, and operator/local policy
	TLS with client-server certificate-based, AKMA, GBA
	TLS with client-server certificate-based, AKMA, GBA
	UE (EEC)
	ECS configuration information

	Sol #4
	No
	TLS with client-server certificate-based, AKMA & GBA
	TLS with client-server certificate-based, AKMA & GBA
	TLS with client-server certificate-based, AKMA & GBA
	TLS with client-server certificate-based, AKMA & GBA
	ECS
	ECS gets the information from CN. May be the same as that in Sol #3

	Sol #5 (btw. EEC & ECS/EES)
	No
	FFS
	TLS with GBA/AKMA
	undefined
	TLS with GBA/AKMA
	ECS/EES
	Authentication key request procedure

	Sol #6 (btw. EEC & ECS/EES)
	No
	undefined 
	undefined
	undefined
	undefined
	UE (EEC)
	via PCO during PDU Session Establishment/ Modification procedures (UDM, SMF)

	Sol #7
	No
	TLS with AKMA,  GBA,  certificate, or other mechanisms
	TLS with AKMA,  GBA,  certificate, or other mechanisms
	FFS (specified in 33739)
	FFS
	ECS
	FFS

	Sol #8 (btw. EEC & ECS/EES)
	No
	FFS
	FFS
	FFS
	FFS
	ECS/EES
	FFS

	Sol #9
	No
	FFS
	TLS with AKMA,  GBA or other mechanisms
	FFS
	FFS
	undefined
	undefined

	Sol #10
	No
	FFS
	TLS with AKMA,  GBA or other mechanisms
	FFS
	FFS
	undefined
	undefined

	Sol #11 (among EEC, ECS, & EES)
	No
	FFS
	TLS with AKMA,  GBA or other mechanisms
	FFS
	FFS
	UE (EEC)
	undefined

	Sol #15
	Yes
	TLS with AKMA or GBA, TLS with certificates by default
	TLS with AKMA or GBA, TLS with certificates by default
	TLS with AKMA or GBA
	TLS with AKMA or GBA
	UE (EEC)
	based on the PLMN Id provided by AMF

	Sol #16
	Yes
	TLS with AKMA or GBA, TLS with certificates by default
	TLS with AKMA or GBA, TLS with certificates by default
	TLS with AKMA or GBA
	TLS with AKMA or GBA
	UE (EEC)
	based on the PLMN Id provided by AMF

	Sol #17 (btw. EEC & ECS/EES)
	Yes
	TLS with AKMA or GBA, TLS with certificates by default
	Support of TLS with AKMA or GBA is FFS, TLS with certificates by default
	undefined
	TLS with AKMA or GBA
	ECS/EES
	assumed to be preconfigured with the information


It clearly shows that both Solutions #15 and #16 are able to ensure the availability/continuity of the authentication mechanism selection. In addition,  authentication mechanism selection procedures of both Solutions #15 and #16 are complete and comprehensive. Hence, Both Solutions #15 and #16 are suggested for the normative work.

In summary, the conclusion is proposed as follows.
4
Detailed proposal

It is proposed to approve the following changes for inclusion in TR 33.739.
***BEGIN OF First CHANGE***

7.X

Conclusions for Key Issue #2.2
It is concluded that the EEC and EES/ECS support the one way TLS authentication with server side certificates by default, in order to avoid the authentication failure case.
Editor’s Note: the authentication algorithm selection between EEC and EES/ECS is FFS.


Editor’s Note: GPSI verification is FFS.
*** END OF second CHANGE ***


