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[bookmark: _Hlk70411886]
*************** Start of 1st Change ****************
[bookmark: _Toc19542386][bookmark: _Toc35348388][bookmark: _Toc114146512]4.2.3.4.3	Password policy
4.2.3.4.3.1	Password Structure
Requirement Name: Password Complexity rule
Requirement Description:
The setting by the vendor shall be such that a network product shall only accept passwords that comply with the following complexity criteria:
1)	Absolute minimum length of 8 characters (shorter lengths shall be rejected by the network product). It shall not be possible setting this absolute minimum length to a lower value by configuration.
2)	Comprising at least three of the following categories: 
-	at least 1 uppercase character (A-Z) 
-	at least 1 lowercase character (a-z) 
-	at least 1 digit (0-9) 
-	at least 1 special character (e.g. @;!$.) 
The network product shall use a default minimum length of 10 characters. The minimum length of characters in the passwords shall be configurable by the operator. The default minimum length is the value configured by the vendor before any operator-specific configuration has been applied. The special characters may be categorized in sets according to their Unicode category.
The network product shall at least support passwords of a length of 64 characters or a length greater than 64 characters.
If a central system is used for user authentication, password policy is performed on the central system and additional assurance shall be provided that the central system enforces the same password complexity rules as laid down for the local system in this subclause. If a central system is not used for user authentication, the assurance on password complexity rules shall be performed on the Network Product.
When a user is changing a password or entering a new password, the system checks and ensures that it meets the password requirements. Above requirements shall be applicable for all passwords used (e.g. application-level, OS-level, etc.).
Security Objective references: Hardening.
Test case: 
Test Name: TC_PASSWORD_STRUCT
Purpose:
To verify that password structure adheres to the password complexity criteria.
To verify that password structure is configurable as per the complexity criteria.
Procedure and execution steps:
Pre-Conditions:
1.	Tester has rights to create user account.
Execution Steps
Execute the following steps:
A.	Test Case 1
1.	The tester logs into Network Product application using admin account.
2.	The tester creates user A following the password complexity criteria.
3.	The tester logs in as user A and attempts to change their password which contains characters from all four categories mentioned in the password complexity criteria.
B.	Test Case 2
1. 	The tester logins with privileged account.
2.	 The tester modifies password structure policy on the network product by strengthening the policy (e.g. changing the minimum password length to 8+x, changing the minimum number of character Unicode categories to 4).
3.	The tester logs in as user A and attempts to change their password to a password with a strength of less than that permitted by the policy strengthened in step 2 above. 
Expected Results:
Tester can change password only if new password fulfil the password complexity criteria
Expected format of evidence:
Evidence suitable for the interface, e.g. screenshot containing the operation result or report in text form.
4.2.3.4.3.2	Password changes
Requirement Name: tba
Requirement Description:
If a password is used as an authentication attribute, then the system shall offer a function that enables a user to change his password at any time. When an external centralized system for user authentication is used it is possible to redirect or implement this function on this system. 
Password change shall be enforced after initial login.
The system shall enforce password change based on password management policy. In particular, the system shall enforce password expiry.
Previously used passwords shall not be allowed up to a certain number (Password History). 
The number of disallowed previously used passwords shall be: 
-	Configurable;
-	Greater than 0;
-	And its default value shall be 3. This means that the network product shall store at least the three previously set passwords. The maximum number of passwords that the network product can store for each user is up to the manufacturer.
When a password is about to expire a password expiry notification shall be provided to the user.
Above requirements shall be applicable for all passwords used(e.g. application-level, OS-level, etc.). An exception to this requirement is machine accounts.
Security Objective references: tba.
Test case: 
Test Name: TC_PASSWORD_CHANGES
Purpose:
-	To check whether the network product is provisioned with the functionality that enables its user to change the password at any time.
-	The network product enforces password change after initial login.
-	To verify the new password adheres to the password management policy and also to verify whether it has password expiry rule.
-	The network product is configured to disallow specified number of previously used passwords (Password History). 
Procedure and execution steps:
Pre-Conditions:
1.	Tester has account with username and password in the network product.
2.	Network product vendor will provide documentation for password management policy which should include details on how to change the password,  and configure password expiry rule and disallowing specified number of previously used passwords. 
3.	The network product vendor shall supply information on how many passwords the network product can store for each user in the password history.
4.	The tester has privilege to modify the number of disallowed previously used password.
Execution Steps
Execute the following steps:
A.	Positive Test 
Case 1:
Test case to enforce password change after initial login is covered in clause 4.2.3.4.2.3. 
Case 2:
1	The tester logs into network product application using a privileged account .
2	The network product application generates password expiry notification for user Y to force user Y to change the password.
3	The tester logs out as a privileged user and logs on as user Y.
4.	The tester is prompted to change his password and creates a new password by following the password policy management.
5	The network product application confirms change in password by, for example, displaying "Password Changed Successfully".
6	The tester successfully logs-in the network product application as user Y using the new password.
Case 3:
1.	The tester logs into network product application using a privileged account.
2.	Tester configures the network product application for number of disallowed previously used passwords to x 
3.	The tester requests for a password change for user Y.
4.	The tester logs out of the privileged account and logs on as user Y
5. 	The tester creates a new password by following the password policy management.
6.	If the password is not equal to any of the x previously used passwords, the network product application still accepts the new password and displays "Password Changed Successfully".
B.	Negative Test
Case 1:
Test case to enforce password change after initial login is covered in clause 4.2.3.4.2.3. 
Case 2:
No negative test case for this scenario.
Case 3:
1.	The tester logs into network product application using privileged account.
2.	Tester configures the network product application for number of disallowed previously used passwords to x for user Y. 
3.	The tester logs out of the privileged account and logs in as user Y
4.	The tester requests for a password change.
5.	The tester sets the new password to a value that is among the last x passwords used previously x times.
Expected Results:
A.	Positive Test 
Case 1:
Expected result for enforcing password change after initial login is covered in clause 4.2.3.4.2.3. 
Case 2:
Tester can successfully change the password.
Case 3:
Tester can successfully change the password.
B.	Negative Test
If the negative test case passes, this shows that network product application does not work properly and it violates the requirement.
Case 1:
Expected result for enforcing password change after initial login is covered in clause 4.2.3.4.2.3. 
Case 2: 
No negative test case for this scenario.
Case 3:
The tester cannot successfully change the password.
Expected format of evidence:
Evidence suitable for the interface, e.g. screenshot contains the operation result.
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