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1
Decision/action requested

It is requested to approve the new key issue in this pCR.
2
References

[X]
3GPP TS 33.501 " Security architecture and procedures for 5G system"
[Y]
3GPP TR 33.887 "Study on Security aspects for 5WWC Phase 2"

[Z]
3GPP TR 33.807 "Study on the security of the wireless and wireline convergence for the 5G system architecture”
3
Rationale
This contribution proposes a new KI in TR 33.887 [Y] for authenticating N5CW devices behind RG. 
An N5CW device does not support NAS over WLAN access but is capable to register to 5GC with 3GPP credentials via TWIF. Based on the definition of AUN3 devices by SA2, an N5CW is also a type of AUN3 device, i.e., a device not supporting NAS over non-3GPP access and is authenticable to 5GC. However, an N5CW device differs from some other AUN3 devices in that it supports some 5G capabilities such as EAP-AKA’ as specified in clause 6.1.3.1 including 5G key hierarchy, while other AUN3 devices supporting EAP-AKA’ as defiend by IETF RFC 5448 and using MSK to derive PMK as defined in IEEE 802.11. 

This key issue is proposed to allow N5CW devices connecting to RG to be authenticated by 5GC via TWIF.  

4
Detailed proposal

SA3 is kindly requested to agree to the below pCR to TR 33.887 [Y].

**** START OF CHANGE ****
6.X
KI #X: Authentication of N5CW devices connecting to RG
6.X.1
Key issue details
An N5CW device does not support NAS over WLAN access but is capable of registering to 5GC with 3GPP credentials via TWIF. Based on the definition of AUN3 devices by SA2, an N5CW is also a type of AUN3 device, i.e., a device which does not support NAS over non-3GPP access and is authenticable to 5GC. 
However, an N5CW device differs from some other AUN3 devices in that it supports some 5G capabilities such as EAP-AKA’ as specified in clause 6.1.3.1 including 5G key hierarchy, while other AUN3 devices support EAP-AKA’ as defined by IETF RFC 5448 and use MSK to derive PMK as defined in IEEE 802.11. 
This key issue is proposed to allow N5CW devices connecting to RG to be authenticated by 5GC via TWIF. Otherwise, an N5CW device connecting to RG will have to use either WPA personal (e.g., password) to authenticate to the RG, resulting in the loss of visibility of the N5CW device to the operator, or use the solution for other AUN3 devices (e.g., IETF EAP-AKA’), resulting in the loss of benefit from a 5G key hierarchy. 
6.X.2
Security threats
If the 5GC cannot authenticate N5CW device connecting to RG, the 5GC may provide service to wrong devices behind RG. 
6.X.3
Potential requirements
5GS shall support the authentication of N5CW devices connecting to RG. 
**** END OF CHANGE ****
