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Decision/action requested

Based on the observation made in this document, request to consider approve corresponding CR
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3
Rationale

In TS 33.503[1] clause 6.3.3.3.2-1 containing PC5 security establishment procedure for 5G ProSe UE-to-Network relay communication over Control Plane, SNN is used by UDM for Authentication vector generation, but it's not clear in current specification regarding which SNN is used by UDM for Authentication vector generation. Will SNN be a Remote UE´s SNN or Relay UE´s SNN is not clearly defined in SA3 or CT4 specifications. 

· If it's Remote UE´s SNN, how could it be known by the AUSF of the remote UE in ProSe direct communication procedure, and why should it be sent from the AUSF to the UDM of the remote UE?  

· If it's Relay UE's SNN, how did the AUSF of the remote UE get the information as there's no SNN information element in ProseAuthenticate from the AMF of the relay UE to the AUSF of the remote UE. In addition, it's not extensible as it cannot work when 5G AKA (future potential extensions) is used for ProSe authentication. Because relay UE´s SNN is not known by UE for AV verification and further key generation.
The scenario is illustrated in below figure 3-1.
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Rest of the steps are same as TS 33.503 Figure 6.3.3.3.2-1
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                                                        Figure 3 UDM AV generation issue for ProSe
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Conclusions and proposals
Propose to clarify which SNN, Remote UE's SNN or Relay UE's NSS, is used to generate AV for ProSe authentication.

Proposal 1: Use Relay UE's SNN in ProSeAuthentication request from Relay UE´s AMF to Remote UE´s AUSF, see CR S3-223820.
Proposal 2: Use Remote UE SNN (Remote UE is registered using AMF initially before ProSe authentication and before discovery procedure of Model A or Model B method, which is “step 0a” of 6.3.3.3.2-1 from TS 33.503[1] & “step 1 to 4” clause 6.1.4.1a from TS 33.501[4]) retrieved from UDM, see CR S3-223821.   
Endorsement: Request SA3 to approve one of the proposed CRs S3-223820 and S3-223821.
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