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1
Decision/action requested

It is requested to approve this solution to KI#1.
2
References

3
Rationale

This contribution proposes a solution to KI#1 for the case of anonymous access to a trusted non-3gpp access network. The solution reuses existing procedures and adds a temporary identifier used to identify the “session key” during IPsec establishment. 
4
Detailed proposal

************ START OF CHANGES ************
6
Proposed solutions

6.0
Mapping of solutions to key issues

Table 6.0-1: Mapping of solutions to key issues

	Solutions
	KI#1: Security of non-3GPP access for SNPN
	KI#2: Authentication for UE access to hosting network

	Solution #1: Authentication mechanism for untrusted non-3GPP Access in SNPN scenarios
	X
	

	Solution #2: Authentication mechanism for trusted non-3GPP Access in SNPN scenarios
	X
	

	Solution #3: Use of anonymous SUCI in trusted non-3GPP access for SNPN
	X
	

	Solution #4: Authentication for devices that do not support 5GC NAS over WLAN access in SNPN scenarios
	X
	

	Solution #A: Anonymous authentication during connection establishment in trusted non-3GPP network access
	X
	


************ NEXT OF CHANGES ************
6.A
Solution #A: Anonymous authentication during connection establishment in trusted non-3GPP network access.
6.A.1
Introduction 

This is a solution to KI#1. 

When a UE access a trusted non-3gpp access network, it used either SUCI or 5G-GUTI for identification. In case of an NPN deployment, the UE might use an anonymous identifier when the EAP method supports its, as specified in TS 33.501 [4] clause I.5. The anonymous identifier will protect the identity of the UE and makes it impossible to differentiate between a group of UE’s using the same identifier namely the anonymous identifier. As the authentication and key derivation steps are independent of the IPsec establishment, the TNGF cannot link the authentication and derived key to a IKE_AUTH request – As the same identifier is used for multiple devices.

This solution provides a method to fill the gap caused by introducing the anonymous identifier which is already standardised in TS 33.501 [4] clause I.5. The solution proposes, that the TNGF creates a unique temporary identifier, shares it after authentication alongside other information necessary to establish the IPsec connection (e.g., TNGF address), to the UE. When the UE initiates the establishment of the IPSec channel, the UE uses the temporary identifier as identifier and thereby enables the TNGF to identify the correct key material (KTNGF) for the session.

The temporary identifier is only applicable when the anonymous identifier is used, therefore it’s proposed as an optional parameter.  
6.A.2
Solution details

Procedures in clause 7A.2.1 of TS 33.501 [4] are reused with the following exception:

-
In step 9b, when an anonymous identifier has been used in step 5, transfer a unique temporary identifier, allocated by the TNGF, to the UE alongside the TNGF address.

 -
In step 13b, use the unique temporary identifier provided in step 9b as IDi, in case an anonymous identifier was used in step 5.
The allocation of a temporary identifier by the TNGF, distributed to the UE, enables the TNGF to identify the KTNGF which is used in the IKE_AUTH procedure in step 13b and c.
6.A.3
System impact

This solution impacts TNGF and UE.
6.3.4
Evaluation

************ END OF CHANGES ************ 
