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1
Decision/action requested

It is requested to approve this proposal
2
References

3
Rationale

This contribution proposes a key issue to FS_USIA. The KI aims to find solutions to the concern raised in the LS from SA2, LS on protection of the URSP rules from HPLMN, as proposed in the discussion paper S3-223800. 
4
Detailed proposal

************ START OF CHANGES ************
5.X
Key issue #X: Authentication data injection
5.X.1
Key issue details 

The issue aims to find solutions to the issue of the visited PLNM altering a URSP policy about to be updated in the UE. The issue occurs in the roaming scenario where the home PCF (H-PCF), which constructs the URSP policy, transfers the policy to the V-PCF which then updates it in the UE. As there is no integrity protection of the USRP policy between the constructing PCF and UE, the USRP policy can be altered in transit without neither the awareness Home PCF nor UE. With the introduction of additional authentication information in the policy, aiming to improve the authentication of the application, it’s important to harden the trust chain in which the policy is transferred.
5.X.2
Threats

Altering of URSP policy by functions between the HPCF and UE leading to:
· Privilege escalation

· Application identity impersonation. 
5.X.3
Potential security requirements 
The URSP shall be integrity protected in transit between H-PCF and UE. 
************ END OF CHANGES ************ 
