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Decision/action requested

KI9 update to sol17 on authorization mechanism negotiation to resolve EN.
2
References
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3GPP TR 33.875
3
Rationale

KI9 update to sol17 on authorization mechanism negotiation to resolve EN. 
4
Detailed proposal

(For pseudo CR, include the complete clause(s) or subclause(s) of the latest draft TS/TR to be modified, with clear clause and sub-clause headings included and all modifications shown with revision marks, unambiguously showing where the changes shall be made or inserted in the draft TS/TR. It is not sufficient to just state, for example, “add the following text to the draft TS/TR…”.)

6.17
Solution #17: Authorization mechanism negotiation using existing methods

6.17.1
Introduction

This solution addresses Key Issue #7 "Authorization mechanism negotiation". It is proposed to use the two NRFs for the authorization mechanism negotiation.
NOTE: If the assumption of the key issue is that one operator uses token based and its roaming partner static authorization, the respective 2 PLMNs cannot communicate with each other with prior authorization. Inter-PLMN service consumption is only possible, if the same authorization method is used, or the roaming agreement would permit no authorization.

6.17.2
Solution details

The solution assumes that discovery is used by both PLMNs according to the standard. Thus, both PLMNs are able to understand the OAuth2Required indication as specified in 29.510 when NRFs communicate with each other, and when a NF service is discovered at NRF.

The key issue use case assumption is that one PLMN uses only static authorization. Based on TS 33.501 Rel-15 (clause 13.4.1.0): "The authorization framework uses the OAuth 2.0 framework as specified in RFC 6749 [43]. […] The authorization framework described in clause 13.4.1 is mandatory to support for NRF and NF." 
According to TS 33.351, clause 13.4.0, static authorization is an option. "It can be used when token-based authorization is not used."
This solution follows the standard, i.e., that at least the support for OAuth2.0 is provided, thus, even if not used, NRF and NFs of a PLMN using only static authorization need to at least understand the attributes (IEs) provided during discovery.

This solution suggests that from the oAuth2Required indication, the vNRF can imply, whether OAuth2.0 or static authorization is to be used within one PLMN. This covers the use case, where within one PLMN maybe not yet all NFs use OAuth2.0.

For inter-PLMN, details are specified in stage 3 (TS 29.510 Table 6.1.6.2.3-1): "oauth2Required" can be used to handle the authorization method setting by the hNRF. Another type for NFService, the "perPlmnOauth2ReqList", is also specified and includes the Oauth2-based authorization requirement supported by the NF Service Instance per PLMN of the NF Service Consumer.
	oauth2Required
	boolean
	O
	0..1
	It indicates whether the NF Service Instance requires Oauth2-based  authorization.

Absence of this IE means that the NF Service Producer has not provided any indication about its usage of Oauth2 for authorization.

	perPlmnOauth2ReqList
	PlmnOauth2
	O
	0..1
	When present, this IE shall include the Oauth2-based authorization requirement supported by the NF Service Instance per PLMN of the NF Service Consumer.
This IE may be included when the Oauth2.0 authorization requirement supported by the NF Service Instance for different PLMN is different. When the requester PLMN Id is available in perPlmnOauth2ReqList IE, this IE shall override the oauth2Required IE. If the requester PLMN ID is not present in perPlmnOauth2ReqList IE, then the value of oauth2Required IE shall be applicable if available.


Table 6.17.2-1: The IEs oauth2Required and perPlmnOauth2ReqList, part of TS 29.510 Table 6.1.6.2.3-1
In addition, stage 3 has specified for inter-PLMN usage the type PlmnOauth2 (see clause 6.1.6.2.102 3GPP TS 29.510 [6]. If the optional attribute "oaut2NotRequiredPlmnIdList" is used, this solution suggests that in this case pre-configured information by HPLMN (how to apply static authorization with a specific roaming partner) can be used.

Stage-3 details could be improved by stating explicitly that oauth2NotRequired assumes to use static authorization instead.

	oauth2RequiredPlmnIdList
	array(PlmnId)
	O
	1..N
	It shall indicate the consumer PLMN ID list for which NF Service Instance requires Oauth2-based authorization.

(See NOTE 1)

	oauth2NotRequiredPlmnIdList
	array(PlmnId)
	O
	1..N
	It shall indicate the consumer PLMN ID list for which NF Service Instance does not require Oauth2-based authorization.

(See NOTE 1)

	NOTE 1:   The same PLMN Id shall not be present in both oauth2RequiredPlmnIdList and oauth2NotRequiredPlmnIdList.


Table 6.17.2-2: The IEs oauth2RequiredPLMNIdList and oauth2NotRequiredPLMNIdList, part of TS 29.510 Table 6.1.6.2.3

Further, the IE oauth2Required used in the bootstrapping information is used to indicate whether NRF requires OAuth2 based authorization for accessing its services:
	oauth2Required
	map(boolean)
	O
	1..N
	When present, this IE shall indicate whether the NRF requires Oauth2-based authorization for accessing its services.

The key of the map shall be the name of an NRF service, e.g. "nnrf-nfm" or "nnrf-disc".
The value of each entry of the map shall be encoded as follows:

- true: OAuth2 based authorization is required.

- false: OAuth2 based authorization is not required.

The absence of this IE means that the NRF has not provided any indication about its usage of Oauth2 for authorization.


Table X: oauth2Required for service access from NRF, part of 29.510, see Table 6.4.6.2.2-1: Definition of type BootstrappingInfo


, I
Thus, this solution proposes to clarify the specification text: if oauth2Required is set to false by the home operator upon an access token request, i.e. OAuth2.0 based authorization is not required. Current specification text is not clear about the security methods used in this case. Is it up to the operator to use another authorization method? Could one avoid authorization? TS33.501 provides static authorization as an alternative optional authorization method.
Independent of the methods used, the policies for allowing service consumption with another PLMN's network functions need to be specified. Further, for any inter-PLMN communication, the roaming agreements between operators are negotiated beforehand. 

Authorization is only possible if two networks use the same authorization mechanism, i.e. OAuth2 access token or static authorization, or any other other proprietary authorization mechansim. 
NOTE: If both operators would neither use Oauth2.0 or static authorization, a specific proprietary arrangement among them would be needed, which is also out of scope of specification. 

GSMA has provided the following recommendations for the use case (see NG.113 [8], clause 7.6.3.4):

"It is recommended that both VPMN and HPMN use either static authorization or
authorization using OAuth2 access token.
Note: Authorization is not possible in case the HPMN only uses authorization
using OAuth2 access token and the VPMN only uses static authorization.

If using authorization using OAuth2 access token it is recommended that both VPMN and HPMN support oauth2Required IE as specified in 3GPP Release 16 TS 29.510 [16]. 
If the HPMN wants to use authorization using Oauth2 only for some VPMNs then HPMN must support perPlmnOauth2ReqList IE as specified in 3GPP Release 17 TS 29.510 [16]."

How to configure the NF profile in case the operator wants to change to another authorization method is out of scope of this solution. By OAM this could be automated for each NF affected. If an operator supports OAuth and static authorization, the existing IEs can be used to switch to the other method.
If the operator of one PLMN does not want to follow the specification and only supports static authorization, and the other operator requires the usage of OAuth, then in a consequence, those operators cannot have a roaming agreement including authorization. Either service consumption would be possible without authorization, or the  service request has to be rejected if one PLMN does not accept a request, e.g. without OAuth.

The specification text could clarify, in alignment with GSMA guidelines, that authorization with OAuth2.0 is the recommended authorization method. An update of specification text in stage 3 would also be needed.
6.17.3
Evaluation

Several means to allow a PLMN's hNRF to provide to the requesting vNRF information on the authorization method used exist in the current specification TS 29.510 [6]. If in the array(PlmnId) of hPLMN NRF a roaming partner is on the "oauth2NotRequiredPlmnIdList", static authorization is the only other method so far specified and can be used with this roaming partner if supported by both. When operators follow the recommendations given in NG.113 [8], the key issue seems to be covered sufficiently by the existing methods.
Even though the solution proposes to use existing methods, a clarification in 33.501/29.573 specification text would be necessary to clearly describe the behaviour of the network for the use case scenarios described by this key issue.

