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1
Decision/action requested

 It is requested to approve the new solution for KI #2 of 3GPP TR 33.858
2
References

[1]
3GPP TR 33.858: "Study on security aspects of enhanced support of Non-Public Networks (NPN) phase 2"
3
Rationale

This pCR proposes to add a new solution in TR 33.858 [1].
4
Detailed proposal

*************** Start of the Change ****************

6.A
Solution #A:  Mutual authentication between UE and hosting network
6.A.1
Introduction 
This solution addresses KI#2.
This solution focuses on the case that SNPN is served as the hosting network.

This solution reuses the existing authentication mechanism for mutual authentication between UE and hosting network.
The following attack model is considered in this solution.
1. Malicious hosting network A (i.e. SNPN A) is connected to AAA server 1.
Hosting network B (i.e. SNPN B) is connected to AAA server 1.
Malicious hosting network A broadcasts the ID of hosting network B

2. UE intends to access hosting network B, but UE connects to Malicious hosting network A 

3. UE then do the authentication with AAA server 1, AAA server 1 will not authenticate the hosting network A ID

4. AUSF of malicious hosting network A derives keys based on hosting network B ID, the UE is registered to malicious hosting network A.

6.A.2
Solution details

If UE reuses home network credentials/subscription to access hosting network, the authentication mechanisms in clause 6.1 and Annex B of TS 33.501[4] can be utilized to support the mutual authentication among UE and hosting network.
If the UE needs to obtain a new set of credentials/subscription to access the hosting network, the authentication mechanism that is defined in clause 6.1, Annex B, and clause I.2.2 of TS 33.501 [4] can be utilized to address the mutual authentication issue. The following modifications should be made to the clause I.2.2.
1.
The following note should be added: To avoid malicious hosting network (i.e. SNPN) impersonating legal hosting network, each AAA server should only serve one hosting network (i.e. SNPN).

2. 
AUSF should skip step 3 to step 5 and step 11 to step 13 when UE has no subscription information in the hosting networok. 

6.A.3

System impact

TBD
6.A.4
Evaluation

TBD

*************** End of the Change ****************

