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1
Decision/action requested

 It is requested to approve the new solution to KI #1 of 3GPP TR 33.886.
2
References

[1]
3GPP TR 33.886: "Study on enhanced security for phase 3 network slicing"
3
Rationale

This contribution proposes to add a new solution to KI #1 of 3GPP TR 33.886.
4
Detailed proposal
*************** Start of 1st Change ****************
5.Y
Solution #Y: Integrity protection for network triggered UE capability indication procedure
5.Y.1
Introduction 

This solution addresses key issue #1.
In this solution, UDM triggers UE to indicate its capability of supporting enhanced slice-aware SoR information.

UE leverages CounterUPU and KAUSF to generate message authentication code to protect the capability information.
5.Y.2
Solution details

5.Y.2.1 Integrity protection mechanism for network triggered UE capability indication procedure
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Figure 5.Y.2.1-X: Integrity protection mechanism for network triggered UE capability indication procedure
1.
The UE performs a regular Registration. During that procedure, the UDM may interact with the SoR AF to provide SoR info to the UE during initial registration (e.g. based on local configuration)

2.
The UDM decides to fetch the UE capabilities to see if the UE supports slice-based SoR information. 
3.
The UDM triggers an extended UPU procedure requesting the UE to send its capabilities in the response. Hence, UDM sends to the AMF, an Nudm SDM Notification including a UPU transparent container to trigger the UE to return its UPU capabilities. In TS 24.501 [X], UPU transparent container includes the CounterUPU, which is utilized to protect the integrity of the UE Parameters Update Data. The CounterUPU is generated by AUSF. 
4.
The AMF sends a DL NAS TRANSPORT message to the UE, where this DL NAS TRANSPORT message including the UPU transparent container where the UDM requests the UE capabilities of the UE to handle enhanced SoR information.
5.
The UE returns its capabilities within an UPU ACK transparent container in an NAS UL TRANSPORT message to the AMF.

UE generates UC-MAC-IUE for the container using KAUSF and CounterUPU, in which UC-MAC-IUE is given in clause 5.Y.2.3. And the container and UC-MAC-IUE are regarded as protected UPU ACK transparent container.
6.
The AMF sends, to the UDM, an Nudm_SDM_Info including the protected UPU ACK transparent container indicating that the UE has the capabilities to receive enhanced SoR information. 

7. The UDM sends the protected UPU ACK transparent container and SUPI of the UE to the AUSF. 
8. AUSF leverages the SUPI of UE to identify the KAUSF. The AUSF verifies the UC-MAC-IUE based on KAUSF and local CounterUPU. Specifically, AUSF leverages the received UPU ACK transparent container, KAUSF and CounterUC to generate UC-MAC-IUE. Then AUSF checks whether newly generated UC-MAC-IUE is identical to the UC-MAC-IUE that is generated by UE or not. AUSF terminates the procedure when newly generated UC-MAC-IUE is not identical to the UC-MAC-IUE that is sent by UDM. If newly generated UC-MAC-IUE is not identical to the UC-MAC-IUE that is sent by UDM, then AUSF sends the transparent container to the UDM.

9-14. step 9 to step 16 are identical to step step 7 to step 14 in clause 6.6.3.1.2 of TR 23.700-41 [3].
5.Y.2.2 UC-MAC-IUE generation function 
When deriving UC-MAC-IUE from KAUSF, the following parameters shall be used to form the input S to the KDF.

-
FC = XXXX,

- 
P0 = UPU ACK transparent container which contains UE capability information
-
L0 = length of data included in P0 
- 
P1 = CounterUPU,

-
L1 = length of CounterUPU,

The input key KEY shall be KAUSF. 
Note: P0 should not include UPU-MAC-IUE and UC-MAC-IUE.
5.Y.3
Evaluation

TBD
*************** End of 1st Change ****************

*************** Start of 2nd Change ****************
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*************** End of 2nd Change ****************
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