

	
[bookmark: _GoBack]3GPP TSG-SA3 Meeting #109 	S3-223772
Toulouse,France, 14 - 18 November 2022
	CR-Form-v12.1

	CHANGE REQUEST

	

	
	33.503
	CR
	0067
	rev
	
	Current version:
	17.1.0
	

	

	For HELP on using this form: comprehensive instructions can be found at 
http://www.3gpp.org/Change-Requests.

	



	Proposed change affects:
	UICC apps
	
	ME
	X
	Radio Access Network
	
	Core Network
	



	

	Title:	
	Correction to privacy protection of UP-PRUK ID and RSC in DCR

	
	

	Source to WG:
	Xiaomi

	Source to TSG:
	S3

	
	

	Work item code:
	5G_ProSe
	
	Date:
	2022-11-07

	
	
	
	
	

	Category:
	F
	
	Release:
	Rel-17

	
	Use one of the following categories:
F  (correction)
A  (mirror corresponding to a change in an earlier 													release)
B  (addition of feature), 
C  (functional modification of feature)
D  (editorial modification)
Detailed explanations of the above categories can
be found in 3GPP TR 21.900.
	Use one of the following releases:
Rel-8	(Release 8)
Rel-9	(Release 9)
Rel-10	(Release 10)
Rel-11	(Release 11)
…
Rel-15	(Release 15)
Rel-16	(Release 16)
Rel-17	(Release 17)
Rel-18	(Release 18)

	
	

	Reason for change:
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[bookmark: _Toc48930850][bookmark: _Toc49376099][bookmark: _Toc56501548][bookmark: _Toc101349995]*************** Start of the Change ****************
[bookmark: _Toc106364535][bookmark: _Toc114242859]6.3.5.2	Privacy protection of UP-PRUK ID and RSC in DCR
The 5G ProSe Remote UE encrypts the UP-PRUK ID and RSC using the code-receiving security parameters used for discovery. The 5G ProSe UE-to-Network Relay, on receiving the DCR message, decrypts the encrypted UP-PRUK ID and RSC using the code-sending security parameters used for discovery and verifies if the RSC matches with the one that it sent in the discovery message. If the RSC does not match, the 5G ProSe UE-to-Network Relay shall abort the PC5 direct link establishment procedure.
The 5G ProSe Remote UE shall encrypt the UP-PRUK ID and RSC as follows:
The 5G ProSe UE-to-Network Relay shall decrypt the encrypted UP-PRUK ID and RSC as follows:
1)	If the UE is configured with Discovery User Confidentiality Key (DUCK), the DCR ciphering key KDCR is set to DUCK. If the UE is configured with Discovery User Scrambling Key (DUSK) but not DUCK, KDCR is set to DUSK. If the UE is neither configured with DUCK nor DUSK, the DCR message is not protected, and Steps 2-3 are skipped.
2)	Set Keystream to DCR confidentiality keystream calculated using KDCR, UTC-based counter and RSC as described in clause A.5.
3)	XOR the first L bits of the Keystream with the RSC where L is the length of the RSC, and XOR the remaining bits of the Keystream with the UP-PRUK ID.
NOTE 1:	If UP-PRUK ID is in NAI format, encryption of the UP-PRUK ID is performed on the username part of the UP-PRUK ID.
The UE-to-network relay shall decrypt the encrypted UP-PRUK ID and RSC as follows:
1)	If the UE is configured with DUCK, the DCR ciphering key KDCR is set to DUCK. If the UE is configured with DUSK but not DUCK, KDCR is set to DUSK. If the UE is neither configured with DUCK nor DUSK, the DCR message is not protected, and steps 2-3 are skipped.
2)	Set Keystream to DCR confidentiality keystream calculated using KDCR, UTC-based counter and RSC as described in clause A.5.
3)	XOR the first L bits of Keystream with the encrypted RSC where L is the length of the encrypted RSC, and XOR the remaining bits of Keystream with the encrypted UP-PRUK ID.
NOTE 2:	If UP-PRUK ID is in NAI format, decryption of the UP-PRUK ID is performed on the username part of the UP-PRUK ID.
*************** End of the Change ****************

