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Decision/action requested

This contribution proposes to add a new solution in the FS_UC3S_Ph2 study TR 33.896
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[1]
3GPP TR 33.896 v0.3.0: "Study of Security Aspects on User Consent for 3GPP Services Phase 2"
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3GPP TR 23.700-81 v1.1.0: "Study of Enablers for Network Automation for 5G System (5GS); Phase 3"
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Rationale
Key issue #1 in TR 33.896 [1] addresses the checking of user consent for roaming case in eNA. As per TR 23.700-81 [2], both PLMNs (VPLMN, HPLMN) need the ability to control the amount of UE data exposed based on user consent, operator policy, regulatory policy and/or roaming agreements. If the consumer NF in the HPLMN requests the data collection or data analytics from the VPLMN, the V-Central NF will perform the role of enforcement point and determine whether the requested collected data and analytics information can be exposed to HPLMN. 
This pCR proposes a solution to address Key issue #1 User consent for roaming case in eNA in TR 33.896 [1] for FS_UC3S_Ph2.
4
Detailed proposal

6.Y
Solution #Y: User Consent for UE Data Exposure to HPLMN in the Roaming case
6.Y.1
Introduction

The solution addresses Key Issue #1: User consent for roaming case in eNA. It aims to meet two potential requirements in Key issue #1 regarding checking of user consent and revocation of user consent for the roaming scenario in eNA.
As per TR 23.700-81 [2], both PLMNs (VPLMN, HPLMN) need the ability to control the amount of UE data exposed based on user consent, operator policy, regulatory policy and/or roaming agreements. If the Consumer NF in the HPLMN requests the data collection or data analytics from the VPLMN, the V-Central NF will perform the role of enforcement point and determine whether the requested collected data and analytics information can be exposed to HPLMN.
As the enforcement point, the V-Central NF will send the notification message to the Consumer NF and Data Provider NF once the user consent is modified or revoked. After receiving the notification message, the Consumer NF deletes the data or stops the data processing for which prior user consent was given, the Data Provider NF stops to collect data or generate analytics information.
6.Y.2
Solution details
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Figure 6.Y.2-1: User Consent for UE Data Exposure to HPLMN in the Roaming case
1.
The H-Consumer NF requests/subscribes analytics to the H-NWDAF. The message may include UE ID and Data Processor ID.

2.
Once receiving the request message, the H-NWDAF checks local operator policy and/or regulatory policy to determine whether it is allowed to obtain analytics information in the VPLMN. If the analytics information in the VPLMN is allowed to be used in the HPLMN, the H-NWDAF sends the Analytics Request to the V-Central NF.

Note X: The selection of V-Central NF (i.e. NWDAF, DCCF, NEF or new NF, e.g. GEF) is based on the SA2’s conclusion.

3.
Once receiving the request message, the V-Central NF checks the user consent. Based on the user consent, local operator policy and/or local regulatory policy, V-Central NF determines whether it is allowed to expose analytics information/collected data to the HPLMN. 
Editor’s Note:
How the V Central NF obtains the VPLMN specific user consent is FFS. 
If the VPLMN analytics information is requested, steps 4a-5a are performed.

4a.
The V-Central NF sends Nnwdaf_AnalyticsSubscription_Subscribe message to the V-NWDAF.

5a. The V-NWDAF sends the Nnwdaf_AnalyticsSubscription_Notify message to V-Central NF, which contains VPLMN analytics information.

If the collected data is requested, steps 4b-5b are performed.

4b.
The V-Central NF sends Nnf_EventExpose_Subscribe message to the V-NF.

5b.
The V-NF sends the Nnf_EventExpose_Notify message to V-Central NF, which contains collected data in the VPLMN.

6.
The V-Central NF sends the Analytics response to the H-NWDAF, which contains analytics information or collected data.

7.
The H-NWDAF obtains the analytics information and sends the Nnwdaf_AnalyticsSubscription_Notify message to H-Consumer NF.
Steps 8-10 are performed after the user consent is modified or revoked.
8.
If VPLMN specific user consent parameter is changed, e.g. user consent is revoked, the V-central NF decides to send the notification messages.

9a. The V-Central NF sends the user consent modification/revocation notification message to the H-NWDAF.

9b. The H-NWDAF sends the user consent modification/revocation notification message to the H-Consumer NF. Once receiving the notification message, H-Consumer NF stops to process the collected data and deletes the related analytics information.

10a. The V-Central NF sends the user consent modification/revocation notification message to the V-NWDAF. The V-NWDAF stops to generate the analytics information.

10b. The V-Central NF sends the user consent modification/revocation notification message to the V-NF. The V-NF stops to collect user information.
Note Y:
The sequence of step 9 and 10 can be changed.
6.Y.3
Evaluation
TBD
*************** End of the Change ****************
