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1
Decision/action requested

This contribution proposes to update the solution in the FS_5G_ProSe_Ph2 study TR 33.740
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Rationale
This pCR proposes to update solution #20 in TR 33.740 [1] to reuse the U2N security establishment specified in TS 33.503 [2].

SA2 has made the conclusion that the U2U relay sends the DCR message to initiate the establishment of second hop. Based on this conclusion, there is a security requirement that the U2U relay shall be able to verify the subsequent SMC message sent from the Target UE. Therefore, the U2U relay needs to obtain Knrp between the Target UE and U2U relay beforehand.
This solution proposes that the U2U relay sends the U2U key request to its PKMF to obtain the Knrp before sending the DCR message. Based on this logic, the proposed solution can meet the security requirement while being consistent with the SA2’s conclusion.
4
Detailed proposal

*************** Start of the Change ****************

6.20
Solution #20: Network-assisted security establishment procedure for 5G ProSe Layer-3 UE-to-UE Relay
6.20.1
Introduction

The solution addresses Key Issue #2: Security of UE-to-UE Relay. It largely reuses the mechanism of UE-to-Network Relay Security Establishment procedure defined in TS 33.503 [6] to ensure the security of UE-to-UE Relay Communication.

In the UE-to-UE relay scenario, two options (Layer-2 UE-to-UE Relay and Layer-3 UE-to-UE Relay) are under consideration. For Layer-3 UE-to-UE Relay, the full security of a UE-to-UE PC5 link depends on the security of two separate PC5 links, i.e. the link between the Source UE and UE-to-UE Relay and the link between UE-to-UE Relay and Target UE. The security of these two separate PC5 link relies on the UE-to-UE Relay’s security materials, which are provided by the network after passing the authorization check. With the assistance of network, the UE-to-UE PC5 link via 5G ProSe Layer-3 UE-to-UE Relay can be securely established.

6.20.2
Solution details
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Figure 6.20.2-1: Network-assited PC5 link security establishment procedure for 5G ProSe Layer-3 UE-to-UE Relay

1a.
The Source UE/Target UE sends a Prose Key Request message to its 5G PKMF. The message indicates that the Source UE/Target UE is requesting a PRUK from the 5G PKMF. 

1b.
The 5G PKMF checks (or checks with the ProSe Server) that the Source UE/Target UE is authorized to receive U2U relay services. If the Source UE/Target UE is authorized to receive the service, the 5G PKMF sends a PRUK to the Source UE/Target UE and stores the UE identity associated with PRUK. If a PRUK is included, the Source UE/Target UE stores the new one and deletes any previously stored ones for this 5G PKMF.
2.
The Discovery & Relay Selection procedure is performed between the peer UEs and the UE-to-UE Relay. 

NOTE 1: It is assumed that after the Discovery & Relay Selection procedure, the Source UE and the Target UE can discover each other by selecting the same UE-to-UE Relay.
3.
The Source UE sends a Direct Communication Request that contains the User Info ID of Source UE, User Info ID of U2U Relay, User Info ID of Target UE, Source UE’s security capabilities, RSC and nonce 1 to the UE-to-UE Relay. 

 4a.The U2U Relay sends a U2U Key Request message that contains Source UE ID, RSC, Knrp freshness parameter 1 to its 5G PKMF, indicating that the U2U Rely is requesting the Knrp between the Source UE and U2U Relay.
4b.
Once receiving the U2U Key Request message, the 5G PKMF of U2U Relay checks if the U2U Relay is authorized to provide U2U Relay service. If the U2U Relay is authorized, the 5G PKMF of U2U Relay sends the U2U Key Request to the 5G PKMF of the Source UE, which may contain the Source UE ID, RSC and the Knrp freshness parameter 1.

Once receiving the U2U Key Request message, the 5G PKMF of Source UE identifies the PRUK of Source UE based on the received Source UE ID, then generates Knrp freshness parameter 2 and derives Knrp as specified in TS 33.503 [6]. The 5G PKMF of Source UE sends a U2U Key Response message that contains Knrp and Knrp freshness parameter 2.
4c.
The 5G PKMF of U2U Relay forwards the Knrp and the Knrp freshness parameter 2 to the U2U Relay, by sending the U2U Key Response message.
Editor’s Note: How to provide credential in the CP based security procedure is FFS.

NOTE 2: In this solution, the U2U relay is in the network coverage


5.
The UE-to-UE Relay derives the session key (KNRP-SESS) from KNRP and then derives the confidentiality key (NRPEK) (if applicable) and integrity key (NRPIK) based on the PC5 security policies as specified in TS 33.503 [6]. The UE-to-UE Relay sends a Direct Security Mode Command message to the Source UE. This message also includes the chosen security algorithm and nonce 2.

6. 
The Source UE responds with a Direct Security Mode Complete message to the 5G ProSe UE-to-UE Relay.
Step 7a-7c are performed to generate the Knrp between the Target UE and U2U Relay. The details of step 7a-7c are the same as the details of step 4a-4c.
8.
Based on the User Info ID or Layer-2 ID of Target UE obtained after the UE-to-UE Relay discovery, the UE-to-UE Relay sends a Direct Communication Request that contains the User Info ID of Source UE, User Info ID of U2U Relay, User Info ID of Target UE , the Chosen security algorithm, RSC, Knrp freshness parameter 1’, Knrp freshness parameter 2’ and nonce 1' to the Target UE. 

9.
The Target UE derives the session key (KNRP-SESS') from KNRP' and derives the confidentiality key (NRPEK') (if applicable) and integrity key (NRPIK’) based on the PC5 security policies as specified in TS 33.503 [6]. The Target UE sends a Direct Security Mode Command message to the UE-to-UE relay. This message also includes the nonce 2'.

10.
The UE-to-UE Relay responds with a Direct Security Mode Complete message to the Target UE.

11. The Target UE sends the Direct Communication Accept message to the UE-to-UE Relay.

12.
Only after receiving the Direct Communication Accept message from the Target UE, the UE-to-UE Relay then responds the Direct Communication Accept message to the Source UE.

13.
The secure L3 PC5 link between the Source UE and the Target UE via the UE-to-UE Relay is established. The UE-to-UE Relay can forward the traffic between the peer Prose UEs.
6.9.3
Evaluation

TBD
*************** End of the Change ****************
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