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Decision/action requested

It is proposed to endorse this discussion paper.
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Rationale

SA3 is currently discussing Key Issue #2.1: Authentication and authorization of the EEC/UE by the ECS/EES and Key issue #2.2: Authentication mechanism selection between EEC and ECS/EES. TR 33.739 captures various solutions for the same, however there are several options same like in rel-17. This discussion paper lists out all the available mechanisms based on the TR and proposes a wayforward. Following are the available options based on the discussion till now in SA3:
1. Selection of authentication method:

a. Authentication based on TLS-PSK from AKMA application keys.

b. GBA based mechanism

c. Client – Server certificate based authentication
Case 1: UE/EEC and ECS/EES supports all 3 methods

Case 2: UE/EEC and ECS/EES supports any one method

Case 3: UE/EEC and ECS/EES does not have any common method

a. To avoid failure cases set a default authentication method 

Option 1: Authentication based on TLS-PSK from AKMA application keys.

Option 2: GBA based mechanism

Observation 1: In order to support mutual authentication, we propose that UE supports both the below mentioned method and network supports atleast one of them and set the same as default method from network perspective:
· AKMA is used as default method by network for generating the shared key between EEC and ECS and TLS-PSK protocol is used for mutual authentication.

· GBA as specified in TS 33.222 is used as default method by network for generating the shared key between EEC and ECS and TLS-PSK protocol is used for mutual authentication.

Option 3: Client – Server certificate based authentication
Observation 2: It is recommended to have a mechanism using 3GPP credentials for the authentication. 
Option 4: Server-side certificate based authentication
Below are the excerpts from TS 23.558.
	5.2.6.2
Requirements

[...snip...]
[AR-5.2.6.2-e]
The application layer architecture shall support the use of either 3GPP credentials or application specific credentials or both for different deployment needs, for the communication between the UE and the functional entities providing the Edge Computing service.

[AR-5.2.6.2-f]
The application layer architecture shall support mutual authentication and authorization check between clients and servers or servers and servers that interact.


	5.2.7.2
Requirements
[AR-5.2.7.2-a]
The application layer architecture shall provide subscription and notification mechanisms enabling an EEC to receive changes in dynamic information of EASs from an EES.

[AR-5.2.7.2-b]
The application layer architecture shall provide subscription and notification mechanisms enabling an EEC to receive changes in availability of EASs from an EES.

[AR-5.2.7.2-c]
The application layer architecture shall provide subscription and notification mechanisms enabling an EEC to receive changes in EES's information and availability status (e.g. EES endpoint change or EES is about to become unavailable due to overload, maintenance window, etc.) from an ECS. 


Observation 3:

From SA6 requirements [AR-5.2.6.2-e & AR-5.2.6.2-f], application layer architecture shall support mutual authentication (use of either 3GPP credentials or application specific credentials or both) and authorization between client and servers. 

From Subscription service requirements, it is clear that application layer architecture shall support subscription and notification mechanism triggered by the servers to update the provisioned information at EEC. When such notification is triggered from the server end, it is required that only authenticity verified client to get subscription and notification service to mitigate (D)DoS attack on the servers.

For the subscribe service provided by the ECS to EEC, it is required that ECS creates and stores the subscription for provisioning of the EECs that are authenticity verified, as to mitigate (D)DoS attack on the servers and also to avoid provisioning of unauthenticated EECs.

When there is a trigger to update configuration information, the ECS sends list of EDN configuration information to the EEC. As ECS may identify the EES(s) based on the UE-specific service information at the ECS, it is required for the ECS to verify the authenticity of the UE during subscription creation to retrieve valid service information specific to the UE.
Proposal 1: From above observations, it is clear that both client and server needs to mutually authenticate each other. Therefore, having only server-side certificate based authentication as default is not suitable. In order to support mutual authentication, we propose that UE supports both the TLS-AKMA and TLS-GBA method and network supports atleast one of TLS-AKMA or TLS-GBA and set the same as default method from network perspective.
2. Indication of selected method to the ECS and EES:

Observation 4: Solution#3 proposes that the selected authentication is indicated to the EEC in ECS configuration information provisioned per ECS.

Observation 5: Solution#4 proposes that the EES indicates the supported authentication method(s) to the ECS in the EES profile. The ECS selects the authentication method based on UE, EEC, EES, HN and SN and then indicated the selected authentication method to the EEC in the service provisioning response.
Proposal 2: It is proposed to use solution#3 and solution#4 as baseline to indicate the selected authentication method to the EEC/UE.
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Detailed proposal

Proposal 1: From above observations, it is clear that both client and server needs to mutually authenticate each other. Therefore, having only server-side certificate based authentication as default is not suitable. In order to support mutual authentication, we propose that UE supports both the TLS-AKMA and TLS-GBA method and network supports atleast one of TLS-AKMA or TLS-GBA and set the same as default method from network perspective.

Proposal 2: It is proposed to use solution#3 and solution#4 as baseline to indicate the selected authentication method to the EEC/UE.
