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1	Decision/action requested
It is proposed to approve the pCR to TR 33.739.
2	References
[1]	3GPP TR 33.739: "Study on security enhancement of support for edge computing phase 2"
3	Rationale
Solution #17 in TR 33.739 [1] covers the case of shared key based UE authentication and certificate based server authentication. The contribution updates solution #17 to cover the shared key based mutual authentication. The contribution also resolves the EN about configuration of information related to authentication method support of HPLMN. 
4	Detailed proposal
Approve the following changes to TR 33.739 [1]. 

*** Start of Change ***
[bookmark: _Toc117266423]6.17	Solution #17: Using existing AKMA/GBA negotiation mechanism
[bookmark: _Toc117266424]6.17.1	Solution overview
This solution addresses key issue #2.2 that focuses on authentication method negotiation for the case that there is more than one authentication method for the authentication of EEC/UE. This contribution proposes a solution that re-uses existing negotiation mechanism for AKMA/GBA. 
[bookmark: _Toc117266425]6.17.2	Solution details
This solution proposes a mechanism for shared key based EEC/UE authentication and certificate based ECS/EES authentication in 6.17.2.1 and a mechanism for shared key based mutual authentication in 6.17.2.2.
[bookmark: _Toc117266378]6.17.2.1	Shared key based EEC/UE authentication and certificate based ECS/EES authentication
It is assumed that the ECS/EES is preconfigured with the information indicating which feature (AKMA or GBA) is supported by the HPLMN. The steps of the negotiation procedure are described below.
If it is not possible to configure the information about the authentication method support of HPLMN in the ECS/EES, then it can be assumed that the UE/EEC is preconfigured with that information. In this case, in step 2 it is not necessary to send the HPLMN identifier to the ECS/EES and in step 3 the ECS/EES doesn’t need to consider the authentication method support of the HPLMN. 
Editor’s Note: Preconfiguration of HPLMN authentication method support in the ECS/EES is FFS. 
1. The UE/EEC and ECS/EES establish TLS connection using TLS server certificate.
2. The UE/EEC sends all possible PSK hints (“3GPP-AKMA”, “3GPP-bootstrapping”, “3GPP-bootstrapping-uicc”, “3GPP-bootstrapping-digest”) and the HPLMN identifier to the server (ECS/EES).
3. The server indicates the PSK identity hints considering the support of the HPLMN i.e., “3GPP-AKMA” or “3GPP-bootstrapping”, “3GPP-bootstrapping-uicc”, “3GPP-bootstrapping-digest” in the HTTP response. 
4.   Remaining steps in clause 5.3 in TS 33.222 [10] with the enhancements specified in Annex B.1.2 of TS 33.535 [8] are executed.
Editor’s Note: Using of HPLMN identifier is FFS. 
Editor’s Note: It is FFS to exclude shared key-based mutual authentication between UE/EEC and ECS/EES.
Editor’s Note: It is FFS whether ECS/EES needs to check if it can obtain AKMA/GBA keys from network during the authentication mechanism selection procedure.
6.17.2.2	Shared key based mutual authentication 
6.17.2.2.1. Shared key based mutual authentication in TLS 1.2
It is assumed that the ECS/EES is preconfigured with the information indicating which feature (AKMA or GBA) is supported by the HPLMN. The steps of the negotiation procedure are described below.
If it is not possible to configure the information about the authentication method support of HPLMN in the ECS/EES, then it can be assumed that the UE/EEC is preconfigured with that information. In this case, in step 1 it is not necessary to send the HPLMN identifier to the ECS/EES, in step 2 the ECS/EES doesn’t need to consider the authentication method support of the HPLMN and includes all possible PSK identity hints, in step 3 the UE/EEC selects the PSK identity hint considering the HPLMN support. 
1. The UE/EEC sends ClientHello message including the HPLMN identifier to the server (ECS/EES). 
2. The server sends ServerHello and ServerKeyExchange message to the UE/EEC. In the ServerKeyExchange message, the server includes the PSK identity hints considering the support of the HPLMN, i.e., “3GPP-AKMA” or “3GPP-bootstrapping”, “3GPP-bootstrapping-uicc”, “3GPP-bootstrapping-digest”. 
The UE/EEC can store the feature support information to use it in further interactions between the EEC and ECS/EES. 
3. The UE/EEC runs AKMA or GBA procedures and sends the PSK hint and A-KID or B-TID in the ClientKeyExchange message to the server.
6.17.2.2.2. Shared key based mutual authentication in TLS 1.3
It is assumed that the ECS/EES is preconfigured with the information indicating which feature (AKMA or GBA) is supported by the HPLMN. The steps of the negotiation procedure are described below.
If it is not possible to configure the information about the authentication method support of HPLMN in the ECS/EES, then it can be assumed that the UE/EEC is preconfigured with that information. In this case, in step 1 the UE/EEC generates A-KID or B-TID depending on the HPLMN support, in step 2, the UE/EEC sends A-KID or B-TID depending on the HPLMN support and includes related PSK identity hints depending on the HPLMN support, in step 3 the ECS/EES doesn’t need to consider the authentication method support of the HPLMN, step 4 is not executed if the UE/EEC has already performed the GBA bootstrapping procedure. 
1. The UE/EEC sends ClientHello message including all possible PSK identity hints (i.e., “3GPP-AKMA”, “3GPP-bootstrapping”, “3GPP-bootstrapping-uicc” and “3GPP-bootstrapping-digest”) and A-KID/B-TID (if available) to the server. 
If none of A-KID or B-TID is available, then the UE/EEC includes the HPLMN identifier in the ClientHello message. 
2. The server extracts the HPLMN id from the A-KID or the B-TID (if included) and checks the configured HPLMN support information. Then the server sends the ServerHello message including the appropriate PSK hint (“3GPP-AKMA” if HPLMN supports AKMA or “3GPP-bootstrapping”, “3GPP-bootstrapping-uicc”, “3GPP-bootstrapping-digest” if HPLMN supports GBA). If the PSK hint indicates a GBA type of method and the ClientHello message includes a dummy B-TID then the server requests the UE to run a new GBA bootstrapping as specified in TS 33.222, 5.4.0.2, step 2.
3. Step 4. The UE/EEC executes the GBA bootstrapping procedure if the PSK hint from the server indicates that GBA should be run. 
The UE/EEC can store the feature support information to use it in further interactions between the EEC and ECS/EES. 
[bookmark: _Toc117266426]6.17.3	Solution evaluation 

*** End of Change ***
