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1	Decision/action requested
Proposed to add UE behaviours on signature verification in solution#20 in 5GFBS TR 33.809
2	References
In the SA3#108adhoc-e meeting, SA3 received LS (S3-222454/R2-2208985) from RAN2 on the authenticity and replay protection of system information. RAN2 mentioned that “RAN2 may need to define a new SIB available on demand. The new SIB could carry up to 2976 bits. This pCR proposes UE behaviour when the signatures are carried in new SIB(s).

3	Rationale
This pCR proposes to add the conclusion for key issue#2.  

4	Detailed proposal
[bookmark: definitions][bookmark: clause4][bookmark: _Toc37790918][bookmark: _Toc42003867][bookmark: _Toc42176676][bookmark: _Hlk47268233]****START OF CHANGES ***
[bookmark: _Toc58311264][bookmark: _Toc59025723][bookmark: _Toc73646277]6.20.2.5.3	Verification of Digital Signatures
The UE, if configured with a setting to verify the authenticity of system information, acquires the system information block carrying the digital signatures. UE uses the acquired system information block to determine which other system information blocks are digitally signed. With this information, UE can compute a hash over the protected system information along with supplement information elements in the acquired system information block. UE then uses key identifier to retrieve the public key corresponding to the signing private key. With the computed hash, and the public key, a digital signature can be verified accordingly depending on the digital signing algorithm being used. 
In case the new SIB is used to carry signature, when UE receives the protected SIB (e.g. MIB/SIB1), UE first check whether this specific SIB is protected with the signature, if yes, UE will not start to proceed until the corresponding signatures arrived and were verified successful. If the signature verification fails, UE may bar the cell (e.g MIB and SIB1) or disable the corresponding services (e.g SIB13, SIB 14, SIB20, SIB21) in current cell. 
Editor's Note: The exact format of the new SIB and signature verification procedure are FFS.

****END OF CHANGES ***

