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1
Decision/action requested

Propose this paper for discussion
2
References
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3
Rationale

This contribution presents an analysis of different solutions for study on home network triggered primary authentication (version 0.3.0). This proposal is used to promote consensus on the solutions.
4
Discussion
Table 1 Technical comparison of 12 solutions
	Solutions
	Related Use Case
	Key Issue
	First-initiated 
NF
	Finally
Determined
NF
	New Services

	
	UC#1

4G/5G interworking
	UC#2

UPU/SoR wrap around
	UC#3

KAKMA/KAF

Update
	KI#1

Ability of HN trigger
	KI#2

Signalling overload

(control NF)
	
	
	

	Sol#1-Procedure1
	√
	√
	
	√
	
	UDM 
	UDM
	No new service

	Sol#1-Procedure2
	
	
	√
	√
	√(AAnF)
	AAnF
	UDM
	UDM/AAnF Services

	Sol#2
	
	
	
	√
	√(UDM)
	AUSF/AAnF
	UDM
	UDM/AMF

Services

	Sol#3
	√
	
	
	√
	
	UDM
	UDM
	Not clear

	Sol#4
	√
	√
	√
	√
	
	AUSF/AAnF
	UDM
	AUSF/UDM
AAnF/UDM

Service

	Sol#5
	
	
	√
	√
	√(UDM)
	NF
	UDM
	UDM/NF
Services

	Sol#6
	
	√
	√
	√
	√(UDM)
	AUSF/AAnF
	UDM
	AUSF/UDM
Services

	Sol#7
	
	√
	
	√
	
	UDM
	UDM
	UDM/AMF

Services

	Sol#8
	
	√
	
	√
	
	AUSF
	UDM
	AUSF/UDM
Services

	Sol#9
	
	
	
	√
	
	AUSF
	AUSF
	AUSF/AMF
Services

	Sol#10
	
	
	√
	√
	√(AAnF)
	AF
	AAnF/UDM
	UDM/AAnF Services

	Sol#11

Procedure1
	√
	
	
	√
	
	UDM
	UDM
	No new service

	Sol#11

Procedure2
	
	√
	√
	√
	
	UDM
	UDM
	UDM/AMF

Services

	Sol#12
	
	
	
	√
	√
	Serving Network
NF
	Home Network
NF 
	No new service


Observation 1: Except for Sol #12, all solutions use UDM as the final determination NF for initiating the primary authentication process. In Sol #10, AAnF and UDM make double determinations, where AAnF is a mandatory determination point and UDM is an optional determination point.
Proposal 1: UDM is the final decision point.

Proposal 2: All 3 use cases will be solved in the normative phase.

Proposal 3: Solution#5 is a high-level procedure that can be used as the basis.
UDM has the following advantages in making the final determination before starting primary authentication process:

1. UDM has UE subscription information, so it can judge whether to initiate primary authentication to recover SoR/UPU/AKMA services for UE.

2. UDM, as the final determination NF, initiates primary authentication, which can reduce the complexity of the solution, for example, UDM knows the AMF ID of the serving UE. After the final primary authentication determination has been made, UDM can directly notify the AMF to initiate the primary authentication process.
Observation 2: KI #1 is solved in all solutions. Sol #1(P2)/#2/#5/#6/#10/#12 solves both KI #1 and KI #2, six solutions control the frequency of primary authentication to avoid signaling overload. In the above six solutions, Sol #1(P2)/#10 controls the frequency of primary authentication process through AAnF, and Sol # 2/5/6 controls the frequency through UDM.

Primary authentication frequency controlled by AAnF is merely applicable to UC #3, therefore it cannot cover all use cases. Setting the UDM as the primary authentication frequency control point can cover all use cases.
Proposal 4: To address the signalling overload, UDM decides whether to trigger the procedure.
Observation 3: The NF that initiates the primary authentication request first. Sol #1(P1)/3/7/11 is initiated by UDM first, Sol # 2/4/6/8/9 is initiated by AUSF first, Sol#1 (P2)/2/4/6 is initiated by AAnF first, Sol#10 is initiated by AF first, and Sol#12 is initiated by the NF in the HN(not specified).

Which NF is better to initiate authentication request is related to the specific use case.

1. For UC #1, since UDM has the subscription data of UE, so the judgment information of UDM is adequate, and it can effectively decide whether the UE needs to re-authenticate. Therefore, in the process of UE registration to the 5G network, it is reasonable for UDM to initiate a primary authentication request first.

2. For UC #2, since the counters of SoR and UPU are maintained in AUSF, the information of AUSF is adequate, and the wrap-around time of SoR/UPU service can be determined effectively by AUSF. Therefore, it is reasonable to initiate a primary authentication request by AUSF first.

3. For UC #3, since the need for primary authentication comes from the AKMA AF, so AF can timely predict when the key expires, in this use case, AF has adequate information, so it is more reasonable for AF to initiate a primary authentication request first.
Observation 4: Regarding the services: Sol #1(P1)/11(P1)/12 does not introduce new services. The solution Sol #1(P1)/11(P1) embeds the primary authentication initiation information in the registration process, and UDM reuses Nudm_ UECM_ The Registration service informs AMF whether it needs to initiate primary authentication. Sol #12 did not introduce new services and issue a primary authentication delegation policy to the service network, by reusing the services in the registration process (Nausf_UEAU_Authenticate Response, Nudm_UECM_Registration Response, Nudm_SDM_Get Response).
The services operation may be varied according to different use cases, though an agnostic service option is a better choice. 
Proposal 5: Using new services or reusing old services with enhancement will be decided in the normative phase.
5
Conclusion
5.1 Observations:

Observation 1: Except Sol #12, all solutions use UDM as the final determination NF for initiating the reauthentication process. In Sol #10, AAnF and UDM make double determinations, where AAnF is a mandatory determination NF and UDM is an optional determination point.

Observation 2: KI #1 is solved in all solutions. Sol #1(P2)/#2/#5/#6/#10/#12 solves both KI #1 and KI #2, six solutions control the frequency of primary authentication to avoid signaling overload. In the above six solutions, Sol #1(P2)/#10 controls the frequency of the primary authentication process through AAnF, and Sol # 2/5/6 controls the frequency through UDM.

Observation 3: The NF that initiates the primary authentication request first. Sol #1(P1)/3/7/11 is initiated by UDM first, Sol # 2/4/6/8/9 is initiated by AUSF first, Sol#1 (P2)/2/4/6 is initiated by AAnF first, Sol#10 is initiated by AF first, and Sol#12 is initiated by the NF in the HN(not specified).

Observation 4: Regarding the services: Sol #1(P1)/11(P1)/12 does not introduce new services. The solution Sol #1(P1)/11(P1) embeds the primary authentication process in the registration process, and UDM reuses Nudm_ UECM_ The Registration service informs AMF whether it needs to initiate primary authentication. Sol #12 did not introduce new services and issue a primary authentication delegation policy to the service network, by reusing the services in the registration process (Nausf_UEAU_Authenticate Response, Nudm_UECM_Registration Response, Nudm_SDM_Get Response).

5.2 Proposals: 
Proposal 1: UDM is the final decision point.
Proposal 2: All 3 use cases will be solved in the normative phase.
Proposal 3: Solution#5 is a high-level procedure that can be used as the basis.
Proposal 4:  To address the signalling overload, UDM decides whether to trigger the procedure.
Proposal 5: Using new services or reusing old services with enhancement will be decided in the normative phase.
The actual proposal is S3-223542.
