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1
Decision/action requested

It is proposed to seek CT's guidance and actions in relation to the unnecessary disclosure of some sensitive callbacks as described in clause 3.
2
References

[1]
3GPP TR 33.875 "Study on enhanced security aspects of the 5G Service Based Architecture (eSBA)"
[2]
3GPP TS 29.503 "5G System; Unified Data Management Services; Stage 3"

3
Rationale
In many procedures, an NF may be authorized to use the Nudm_UECM_Get service to retrieve the Amf3GppAccessRegistration, AmfNon3GppAccessRegistration, or SmfRegistrations Information. For example, a GMLC may be authorized to invoke the Nudm_UECM_Get service to retrieve the subscription data of the current serving AMF. 
Table1 below shows the context of the Amf3GppAccessRegistration information as specified in TS 29.503 [2]. The deregCallbackUri in Amf3GppAccessRegistration information is a URI provided by the AMF to receive (implicitly subscribed) notifications on deregistration. 
	Attribute name
	Data type
	P
	Cardinality
	Description

	amfInstanceId
	NfInstanceId
	M
	1
	The identity the AMF uses to register in the NRF.

	deregCallbackUri
	Uri
	M
	1
	A URI provided by the AMF to receive (implicitly subscribed) notifications on deregistration.
The deregistration callback URI shall have unique information within AMF set to identify the UE to be deregistered.

	guami
	Guami
	M
	1
	This IE shall contain the serving AMF's GUAMI.

	ratType
	RatType
	M
	1
	This IE shall indicate the current RAT type of the UE.

	supportedFeatures
	SupportedFeatures
	O
	0..1
	See clause 6.2.8 
These are the features supported by the AMF.

	purgeFlag
	PurgeFlag
	O
	0..1
	This flag indicates whether or not the AMF has deregistered. It shall not be included in the Registration service operation.

	pei
	Pei
	O
	0..1
	Permanent Equipment Identifier.

Absence of PEI indicates that the PEI is not available at the AMF. In this case the UDM/UDR shall not delete the PEI value stored from a previous registration.

	imsVoPs
	ImsVoPs
	O
	0..1
	Indicates per UE if "IMS Voice over PS Sessions" is homogeneously supported in all TAs in the serving AMF for the current PLMN and access type, or homogeneously not supported, or if support is non-homogeneous/unknown. Absence of this attribute shall be interpreted as "non homogenous or unknown" support.

	…


Table 1. Amf3GppAccessRegistration information content
Since the deregCallbackUri is a mandatory parameter, the invoking NF (e.g. GMLC) will obtain the deregCallbackUri from the Nudm_UECM_Get service response. Therefore, any invoking NF that has been authorized can theoretically notify the AMF to deregister UE using the received deregCallbakUri. This is completely unnecessary and can be problematic from a security perspective.
Observation: The notification URI (including deregCallbackUri) should not be sent to other NFs except for redirecting the notification entity. Therefore, a clarification is needed for the Nudm_UECM_Get service in order to prevent unnecessary disclosure of deregCallbackUri in the Amf3GppAccessRegistration, AmfNon3GppAccessRegistration, and SmfRegistrations information.  
Based on the above observation, it would be better if the 5GC could prevent unnecessary notification URI disclosure to an unsubscribed NF and ensure notification message is only provided to an authorized NF.
4
Detailed proposal

It is proposed to seek actions from CT4 on this matter as stated below.
Proposal: Send a LS to CT4 to clarify the issue and limit or prevent unnecessary disclosure of the deregCallbackUri during any related Information Retrieval procedures. 5GC must assure that unsubscribed NFs cannot get the deregCallbackUri from the Nudm_UECM_Get service request.
