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1
Decision/action requested

This contribution discusses the status of IMS SCAS and proposes to send an LS to GSMA.
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3
Rationale

The IMS SCAS TS 33.226 [1] has  been published in the GSMA website along the other SCAS documents relevant to the NESAS certification process. However, after a detailed re-evaluation of TS 33.226 [1], we came to the conclusion that’scurrently incomplete and that further work is needed before it can be properly used for IMS network products.  Our analysis is basedon the following obervations.
3.1
Feature coverage

Currently, 13 test cases were defined  (illustrated in the Table 3-1) for the the following features:

-
IMS AKA authentication: S-CSCF in TS 33.203 [3] clause 6 and 7;

-
SIP data protection: P-CSCF in TS 33.203 [3] clause 7.

-
Encryption hiding: I-CSCF, I-BCF, AS in TS 33.203 [3] clause 6.4, and TS 24.229 [2], clause 5,

-
User Authorization: AS, in TS 24.229 [2], clause 5.

Table 3-1 Features from IMS specifications currently covered in the IMS SCAS TS 33.226

	IMF
	Test cases
	requirements

	S-CSCF
	No de-registration during the authentication
	TS 33.203 [3], clause 6.1.1

	
	Unprotected register message
	TS 33.203 [3], clause 7.4.0

	
	Synchronization failure handling
	TS 33.203 [3], clause 6.1.3

	P-CSCF
	High-priority algorithm selection
	TS 33.203 [3], clause 7.2

	
	Bidding down on security association set-up
	TS 33.203 [3], clause 7.2

	
	Protection of IMS signalling in transfer
	TS 33.203 [3], clause 7.1

	
	Bidding down on security association set-up in case the P-CSCF policy requiring confidentiality
	TS 33.203 [3], clause 7.2

	
	Different SPIs
	TS 33.203 [3], clause 7.1

	I-CSCF
	Encryption in network hiding
	TS 33.203 [3], clause 6.4

	I-BCF
	Encryption in network hiding
	TS 33.203 [3], clause 6.4

	
	Replacement in network hiding
	TS 24.229 [2], clause 5.10.4.1

	AS
	User authorization
	TS 24.229 [2], clause 5.7.1.5

	
	ID privacy
	TS 24.229 [2], clause 5.7.3

	No test cases for MRFP/IMS MGW/MGCF/IMS-AGW/TrGW
	


After a detailed analysis, the other features defined in TS 33.203 [3] must also be captured considering their usage in practice, such as the SIP digest mechanism specified in Annex N, Security for WebRTC IMS Client access to IMS specified in Annex X, etc. Besides this, the media security defined in the TS 33.328 [5] is currently not covered. It is therefore recommended to review and try to cover all such features in future IMS SCAS work.

Observation 1: Not all the necessary security features were captured in the specification.

3.2
System coverage
Currently, S-CSCF, P-CSCF, I-CSCF, IBCF, AS, and MRFP were covered in the specification. However, for IMS systems, there are at least more than 10 other NFs as illustrated in the figure below from TS 23.228 [4].
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Figure 3-2: Reference Architecture of the IP Multimedia Core Network Subsystem
For instance, the MRFC used for the control of the media stream resources in the MRFP and the SLF (Subscription Locator Function) are currently not covered.

Observation 2: Not all the NFs for IMS System were captured in the specification.
3.3
Issues in legacy specifications

Although the test cases of I-CSCF and IBCF on the Encryption in network hiding were defined; the detailed procedures need to be clarified in the specification. In fact recall to the following requirement from TS 33.203 [3] "All I-CSCFs/IBCFs in the HN shall share the same encryption and decryption key Kv. If the mechanism is used and the operator policy states that the topology shall be hidden the I-CSCF/IBCF shall encrypt the hiding information elements when the I-CSCF/IBCF forwards SIP Request or Response messages outside the hiding network's domain". This requirement implies that either the operators have to configure all the I-CSCF/I-BCF with the same key and the same network hiding mechanism, or a new procedure is needed to distribute the same key and the same hiding mechanism. In the case where vendors have their own hiding mechanisms, then there may be interoperability issues. Therefore, we suggest to revisit these requirements carefully and enhance them if necessary. 
Observation 3: The test cases on Encryption in network hiding need to be revisited.
In summary, TS 33.226 [1] currently only covers the essential funtionality of the IMS System. However, it is still incomplete and a bit premature for certification at this moment considering the complexity of the IMS System. 
4
Detailed proposal

It is proposed to send an LS to GSMA to inform about the status of the IMS SCAS and to suggest to exclude from the NESAS documentation until the work is completed.
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