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1	Decision/action requested
This pCR adds a new solution to TR 33.892, related to the Key issue 1.
2	References
.
3	Rationale
This solution proposes a method to address key issue #1 "Determination of application identification". The solution can be seen as an extension of Solutions 1 and 2 above.
4	Detailed proposal
SA3 is kindly requested to agree on the pCR below to TR 33.892

*****Start of Changes*****
6.Y	 Solution on prevention of URSP rule misuse by a non-genuine application using home network anchor
6.Y.1	Introduction
This solution proposes a method to address key issue #1 "Determination of application identification". The solution can be seen as an extension of Solutions 1 and 2 above. Solution 1 provisions "authentication information" that can be used to check whether an application is genuine. Solution 1 doesn't provide any specific example, while solution 2 is a subset of solution 1, which uses the fingerprint of application certificate signed by the application publisher.  In both cases, PCF is provisioned with static materials for each application.  The solution proposed below extends the above solution by providing guarantees that, even when a non-genuine application copies the "fingerprint" or "authentication information", UE will not map the data from the non-genuine application according to the URSP rule.
[bookmark: _Hlk118324644]6.Y.2	Solution details
6.Y.2.1	Overview
The PCF may decide to perform URSP Parameters Update anytime after the UE has been successfully authenticated and registered to the 5G system. The security procedure for the URSP rule delivery procedure is described below in figure 6.Y.2.1-1: 




Figure 6.Y.2.1-1: Prevention of URSP rule misuse by non-genuine application
1. The PCF is provisioned with the application ID and the authentication information or token or certificate of the genuine publisher from an AF. The PCF decides to perform the URSP Parameters Update (URSP). 
NOTE: The scope of what is being provisioned as authentication material should be outside the scope of 3GPP. Static authentication information may include the application's certificate or token shared between the application client and server or any other application-specific information
2-3 The PCF invokes Nausf_URSPProtection service operation message by including the 'authentication information or token or certificate to the AUSF to get URSPAUTH-MAC-IAUSF and CounterURSP.
4-5 The PCF uses existing methods for URSP delivery procedure, which contains URSP Parameters Update Data, URSPAUTH-MAC-IAUSF, and CounterURSP. 
6.	If the installed application in the UE wants to send data, the UE calculates the URSPAUTH-MAC-IAUSF in the same way as the AUSF with the application id and other authentication material or toke or certificate. If the match is successful, the UE applies the URSP rule accordingly. 
6.Y.2.2 	URSPAUTH-MAC-IAUSF generation function
When deriving a URSPAUTH-MAC-IAUSF from KAUSF, the following parameters shall be used to form the input S to the KDF.
-	FC = 0xPP, 
-	P0 = Application ID + Authentication Information,
-	L0 = length of Application ID + Authentication Information
- 	P1 = CounterURSP
-	L1 = length of CounterURSP
Key used: KAUSF. 
Output: 128 least significant bits of the output of the KDF.
6.Y.3	Evaluation
The solution proposed below provides an extension of Solution 1 and solution 2 by providing guarantees that, even when a non-genuine application copies the "fingerprint" as in solution 2 or "authentication information" as in solution 1, UE will not map the data from the non-genuine application according to the URSP rule.
The solution is scalable with any information provisioned between UE and PCF by the application provider to check if the application is genuine, i.e., not bound to only certificates. 
*****End of Changes*****
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