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1	Decision/action requested
Based on the observation made in this document, it is proposed to agree with the either SID proposed in S3-223568.
2	References
[1]	3GPP TS 23.501, “System architecture for the 5G System (5GS)”
3	Rationale
According to TS 23.501[1] clause 5.10.3, the use of User Plane (UP) integrity protection and UP confidentiality protection on the radio interface is controlled by 5GC with the use of the User Plane Security Enforcement (UPSE) information that 5GC provides to NG-RAN: 
The User Plane Security Enforcement information provides the NG-RAN with User Plane security policies for a PDU session. It indicates:
-	whether UP integrity protection is:
-	Required: for all the traffic on the PDU Session UP integrity protection shall apply.
-	Preferred: for all the traffic on the PDU Session UP integrity protection should apply.
-	Not Needed: UP integrity protection shall not apply on the PDU Session.
-	whether UP confidentiality protection is:
-	Required: for all the traffic on the PDU Session UP confidentiality protection shall apply.
-	Preferred: for all the traffic on the PDU Session UP confidentiality protection should apply.
-	Not Needed: UP confidentiality shall not apply on the PDU Session.
The granularity for application of the UPSE information today is on per-PDU Session basis.
In many cases the user plane traffic is encrypted in end-to-end manner between the application client in the UE and the application server in the data network. In such cases the use of the UP integrity protection and UP confidentiality protection does not bring much value, while it requires the UE and the gNB to unnecessarily waste processing resources for ciphering and deciphering, as well as for calculation of the message authentication codes on per packet basis. With the ever-increasing data rates of service data flows it is expected that the avoidance of unnecessary processing for user plane security will be beneficial for both the UEs and the gNBs.
Observation 1: In some applications, the use of the UP integrity protection and UP confidentiality protection does not bring much value, while it requires the UE and the gNB to unnecessarily waste processing resources for ciphering and deciphering, as well as for calculation of the message authentication codes on per packet basis.
Conversely, in some cases the AF may want to make sure that 5GS will activate user plane security on the radio interface. This would be useful for the cases where the User Plane Security Enforcement information (currently determined based on subscription and the DNN/S-NSSAI) is defaulted to “Preferred” or “Not Needed”. In this case the AF request would guarantee the activation of UP security for the related radio bearer, while the remaining traffic on the PDU Session remains without UP security on the radio.
Observation 2: In some cases the AF request would guarantee the activation of UP security for the related radio bearer, while the remaining traffic on the PDU Session remains without UP security on the radio.
Observation 3: There is a need for a study to enhance the UP security mechanism to enrich the system performance while providing more flexibility without lowering the security level or not removing support of full rate UPIP in the UE. 
Please note that SID and WID proposed have totally different objectives than on previously proposed in SA3,(S3-221117)
We propose and ask SA3 to work on SID or mini-WID with the following constrained objectives:
1) Add a finer granularity control for the UP security on per-QoS Flow basis.
2) Providing more flexibility without lowering the security level or not removing support of full rate UPIP in the UE 
According to TS 38.300 clause 13.1, the ciphering and integrity protection can already today be configured per DRB:
NOTE:	Ciphering and integrity protections are optionally configured except for RRC signalling for which integrity protection is always configured. Ciphering and integrity protection can be configured per DRB but all DRBs belonging to a PDU session for which the User Plane Security Enforcement information indicates that UP integrity protection is required (see TS 23.502 [22]), are configured with integrity protection.
The added restriction that all DRBs belonging to the same PDU Session need to have a common setting for integrity protection stems from the fact that the UPSE information provided by 5GC to NG-RAN is on per-PDU Session basis, rather than being constrained by the RRC signalling.
In the understanding of the proponents the change of granularity for the UPSE information on per-QoS Flow basis does not have impact on the UE.
4	Detailed proposal
We propose and ask SA3 to approve the SID(S3-223568) or convert SID to mini WID with the following constrained objectives:
1) Add a finer granularity control for the UP security on per-QoS Flow basis.
2) Providing more flexibility without lowering the security level or not removing support of full rate UPIP in the UE 

