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1
Decision/action requested

This contribution proposes to approve the new evaluation to solution 2.
2
References

NA
3
Rationale

In solution #2, it proposes to add the fingerprint in the URSP, and for the same app installed in different UE, the same fingerprint is used. In addition, the fingerprint is static. In this case, it is possible that an malious App A in the UE retrieve the fingerprint and app Id which is belong to another App B, and using the fingerprint and app Id to initate communication, the UE only use this fingerprint and application Id matches the URSP without any additional check. Therefore, this solution cannot be able to prevent a malious application using the info which is belong to another App’s.  
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Figure 1
4
Detailed proposal

It is proposed to approve the following evaluation to solution 2.

*************** Start of 1st Change ****************
6.2.3
Evaluation

The PCF needs to be provisioned with the fingerprint of the certificate of the genuine application publisher additionally to the application ID, the URSP rule needs to be enhanced to carry the certificate fingerprint and the UE needs to take the certificate fingerprint into account, additionally to the application ID, when applying a URSP rule. For the same app installed in different UEs, the same fingerprint is used.
This solution can prevent different genuine apps using the same info to identify the App.
This solution does not prevent a malious application A installed in the UE using the fingerprint and application ID of application B (i.e. It is also installed in the same UE) to initiate communication.

*************** End of Change****************
