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1
Decision/action requested

Approve the changes in clause 4 for inclusion in 33.877.
2
References

NA
3
Rationale

The LS(S3-222456/ S2-2206999) states that “SA2 has agreed the attached CRs to clarify that the UE needs to perform full authentication when connecting to a new TNAP.”  However, the requirement in KI#4 is going to design a solution that will not perform full authentication, which is contradict with SA2’s agreement. Thus we propose to update the KI#4 to reflect the essence of the requirement.
4
Detailed proposal

********* Begin 1st change*********
5.4
Key issue #4: Security aspect of TNAP mobility without full authentication
5.4.1
Key issue details 

Mobility between two TNAPs within the same trusted Non-3GPP Access Network Gateway Function(TNGF) is not supported in 3GPP currently. For example, when UE moves between two nearby or overlapping TNAP1 and TNAP2, the connectivity will break. Therefore, UE services will be interrupted. The UE needs to reconnect, go through another authentication procedure to continue the service even though the second non-3GPP access connect to the same 5GC.

There could be some potential security solutions where UE switches the TNAP1 to TNAP2 without breaking the connectivity. However, the security aspects of optimizations of inter-TNAP mobility were never studied in SA3. 

5.4.2
Threats

TBD.

5.4.3
Potential security requirements 

5GS should support a mechanism for communication between the UE and TNAP/TNGF to establish security with a TNAP without performing full authentication when the UE switches from another TNAP within the same TNGF.

While switching from one TNAP to another TNAP within the same TNGF, the interface between UE and the new TNAP shall be confidentiality, integrity, and replay protected.

******** End of change*********
