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1
Decision/action requested

This document proposes to remove the EN of solution#3 in TR 33.741. SA3 is kindly requested to approve this doc.
2
References

[1]
3GPP TR 33.741 v 0.3.0
3
Rationale

In solution #3, one Editor’s Note says that, impact on current system on reusing the error code is FFS. So this document analyzes the impact on existing system, and the details are as follows.
The solution has minor changes to the existing procedure.
Procedure of solution #3 is showed in Figure 1.
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Figure 1 Registration procedure for EPS to 5GS inter working over N26 interface.
After EPS to 5GS inter working, the UE sends Registration Request with registration type set to "Mobility Registration Update". It follows the general registration procedure defined in TS 23.502.
The AMF registers with the UDM using Nudm_UECM_Registration.
UDM checks if it supports home network services requiring KAUSF, for example, UPU, SoR and AKMA. UDM also checks for the corresponding AUSF instance.
If UDM supports the home network services but doesn’t have AUSF instance (or doesn’t keep track of AUSF that stores the latest KAUSF generated after successful completion of the latest primary authentication reported to the UDM), it replies error information to AMF and indicates AMF to initiate UE (re-)authentication, and then goes to step 5. For example, it responds with 403 Forbidden with the cause “REAUTHENTICATION_REQUIRED”.
Other wise, UDM responds as described in TS 29.503, and then goes to step 7.

If UDM returns error information. AMF decides to initiate UE (re-)authentication by invoking an AUSF. In that case, the AMF selects an AUSF based on UE identity and requests (re-)authentication from the AUSF.

Authentication procedure between UE and 5GC to create a new native 5G security context. The UDM shall store the AUSF instance which reported the successful authentication.
Continue the remaining regular registration procedure.

It can be clearly seen that except step 3, 5 and 6, other steps are exactly the same as the existing registration procedure. Minor changes are made to the existing system. In addition, the registration request takes place after the handover procedure, so it will not delay or has other impacts on it.

The error information used in the solution is already defined in TS 29.503.
In the solution, the UDM reuses the error information in step 4 to instruct the AMF to trigger UE authentication. The following excerpt from TS 29.503 shows the details of the error information.

Table 6.2.3.2.3.1-3 shows the response code support by the PUT Response Body of Nudm_UEContextManagement Service. “REAUTHENTICATION_REQUIRED” is used in step 4 to trigger re-authentication. 
Table 6.2.3.2.3.1-3: Data structures supported by the PUT Response Body on this resource

	Data type
	P
	Cardinality
	Response

codes
	Description

	...
	...
	...
	...
	...

	ProblemDetails
	O
	0..1
	403 Forbidden
	The "cause" attribute may be used to indicate one of the following application errors:

- UNKNOWN_5GS_SUBSCRIPTION

- NO_PS_SUBSCRIPTION

- ROAMING_NOT_ALLOWED

- ACCESS_NOT_ALLOWED

- RAT_NOT_ALLOWED

- REAUTHENTICATION_REQUIRED

	NOTE:
In addition common data structures as listed in table 5.2.7.1-1 of 3GPP TS 29.500 [4] are supported.


In Table 6.2.7.3-1, the application errors are listed, and it also gives the description for the error cause.
Table 6.2.7.3-1: Application errors

	Application Error
	HTTP status code
	Description

	...
	...
	...

	REAUTHENTICATION_REQUIRED
	403 Forbidden
	Due to operator policies the user needs to be re-authenticated, e.g. last valid authentication is considered obsolete

	...
	...
	...


From the above excerpt, it can be inferred that the error information used in the solution is already defined.
In the existing 4G-to-5G handover procedure, the AMF already has the capability of initiating primary authentication as required.

During the registration procedure for mobility from EPS to 5GS over N26, it says that “the AMF may either derive a mapped 5G security context from the EPS context received from the source MME as described in clause 8.6.2 or initiate a primary authentication procedure to create a new native 5G security context.” in clause 8.2, TS 33.501.
It can be seen that  the AMF already has the capability of initiating primary authentication. Minor impacts are made to the AMF to make it response to the UDM and trigger the primary authentication.
Hence, this document propose to remove the Editor’s note: Impact on current system on reusing the error code is FFS. And the impacts of the solution on NFs can be specified in the evaluation part.
4
Detailed proposal

**** START OF CHANGE ****
5.3
Solution #3: Home network triggered authentication solution for 4G to 5G interworking

5.3.1
Introduction

This solution addresses the KI #1: Ability of the home network to trigger primary authentication. And it relates to use case #1: Security of Interworking 

5.3.2
Solution details

During the mobility and handover procedures from EPS to 5GS, the UE sends Registration Request to 5G network with registration type set to "Mobility Registration Update".

In the registration procedure, after the AMF registers with the UDM using Nudm_UECM_Registration, UDM checks if it supports home network services requiring KAUSF, for example, UPU, SoR and AKMA. UDM also checks for the corresponding AUSF instance ID. If UDM supports the home network services but doesn’t have AUSF instance (or doesn’t keep track of AUSF that stores the latest KAUSF generated after successful completion of the latest primary authentication reported to the UDM), it replies error information to AMF and indicates AMF to initiate UE (re-)authentication before continuing the registration procedure. For example, it responds with 403 Forbidden with the cause “REAUTHENTICATION_REQUIRED”.

NOTE: No AMF’s reaction on this error code in stage 3.

NOTE: this error code is only used for interworking.

5.3.3
Evaluation

Editor’s Note: Evaluation is FFS.
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