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1
Decision/action requested

This document proposes to add some context to solution#3 in TR 33.741. SA3 is kindly requested to approve this doc.
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Rationale

In solution #3, the UDM reuses the error information defined in TS 29.503 to instruct the AMF to trigger UE authentication. According to the discussion in previous meetings, although the error information and cause of the error are clearly defined in the UDM side, the AMF side may choose not to react to the instruction. To solve this, The execution details of error information on the AMF side need to be added.
So, this document propose to add some context to make some clarifications, and ensure the feasibility of the solution.
4
Detailed proposal

**** START OF CHANGE ****
5.3
Solution #3: Home network triggered authentication solution for 4G to 5G interworking

5.3.1
Introduction

This solution addresses the KI #1: Ability of the home network to trigger primary authentication. And it relates to use case #1: Security of Interworking 

5.3.2
Solution details

During the mobility and handover procedures from EPS to 5GS, the UE sends Registration Request to 5G network with registration type set to "Mobility Registration Update".

In the registration procedure, after the AMF registers with the UDM using Nudm_UECM_Registration, UDM checks if it supports home network services requiring KAUSF, for example, UPU, SoR and AKMA. UDM also checks for the corresponding AUSF instance ID. If UDM supports the home network services but doesn’t have AUSF instance (or doesn’t keep track of AUSF that stores the latest KAUSF generated after successful completion of the latest primary authentication reported to the UDM), it replies error information to AMF and indicates AMF to initiate UE (re-)authentication before continuing the registration procedure. For example, it responds with 403 Forbidden with the cause “REAUTHENTICATION_REQUIRED”. After receiving the error information from the UDM, AMF initiates UE (re-)authentication by invoking an AUSF. Specifically, the AMF selects an AUSF based on UE identity and requests (re-)authentication from the AUSF, as defined in TS 33.501.
Editor’s Note: Impact on current system on reusing the error code is FFS.

NOTE: No AMF’s reaction on this error code in stage 3. A CR for TS 33.501 is needed to explicitly state the reaction of AMF to the error information from the UDM, and makes it align with TS 29.503. Or normative work is needed for this use case to guarantee the trigger of authentication in the AMF side.
NOTE: this error code is only used for interworking.

5.3.3
Evaluation

Editor’s Note: Evaluation is FFS.
**** END OF CHANGE ****
