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*** 1st CHANGE ***
[bookmark: _Toc106364564][bookmark: _Toc114242895]A.1.2	FC value allocations
[bookmark: _GoBack]The FC number space used is controlled by TS 33.220 [8], FC values allocated for the present document are : 0xXX,85 , 0xAA86 , 0xZZ87 , 0x88, 0xYY89, 0x8A, 0x8B.
[bookmark: _Toc114242896][bookmark: _Toc106364565]A.2	CP-PRUK derivation function
When deriving a CP-PRUK from KAUSF_P, the following parameters shall be used to form the input S to the KDF:
-	FC = 0xXX85;
-	P0 = SUPI;
-	L0 = length of SUPI;
-	P1 = relay service code;
-	L1 = length of relay service code.
The input key KEY is KAUSF_P.
SUPI shall have the same value as parameter P0 in clause A.7.0 of TS 33.501 [3].
[bookmark: _Toc106364566][bookmark: _Toc114242897]A.3	Derivation of CP-PRUK ID*
When deriving the CP-PRUK ID from KAUSF_P, the following parameters are used to form the input S to the KDF:
-	FC = 0xAA86 (to be allocated by 3GPP);
-	P0 = "PRUK-ID";
-	L0 = length of "PRUK-ID";
-	P1 = relay service code;
-	L1 = length of relay service code;
-	P2 = SUPI;
-	L2 = length of SUPI.
The input key KEY is KAUSF_P.
[bookmark: _Toc114242898][bookmark: _Toc106364567]A.4	KNR_ProSe derivation function
When deriving the KNR_ProSe from CP-PRUK key, the following parameters shall be used to form the input S to the KDF:
-	FC = 0xZZ87;
-	P0 = Nonce_2;
-	L0 = length of Nonce_2;
-	P1 = Nonce_1;
-	L1 = length of Nonce_1.
The input key KEY shall be CP-PRUK key.
[bookmark: _Toc106364568][bookmark: _Toc114242899]A.5	Calculation of DCR confidentiality keystream
When calculating the message-specific confidentiality keystream, the following parameters shall be used to form the input S to the KDF that is specified in Annex B of TS 33.220 [8]:
-	FC = 0xBB88
-	P0 = UTC-based counter
-	L0 = length of UTC-based counter (i.e. 0x00 0x04)
-	P1 = RSC
-	L1 = length of RSC (i.e. 0x00 0x03).
The input key shall be the 256-bit selected key in Step 1 of clause 6.3.5.2.
The DCR confidentiality keystream is set to L least significant bits of the output of the KDF, where L = the length of the RSC + the length of the UP-PRUK ID.
NOTE:	If UP-PRUK ID is in NAI format, the length of the UP-PRUK ID is determined by the username part of the UP-PRUK ID.
[bookmark: _Toc106364569][bookmark: _Toc114242900]A.6	Calculation of MIC value for discovery message
When calculating a MIC using the Discovery Key for open discovery or the DUIK for restricted discovery, the following parameters shall be used to form the input S to the KDF that is specified in Annex B of TS 33.220 [8]:
-	FC = 0xYY89.
-	P0 = UTC-based counter associated with the discovery slot.
-	L0 = length of above (i.e. 0x00 0x04).
-	P1 = discovery message with the MIC value field set to all zeros.
-	L1 = length of above.
The MIC is set to the 32 least significant bits of the output of the KDF.
The Discovery Key, DUIK, Time parameter and discovery message follow the encoding also specified in Annex B of TS 33.220 [8].
*** END OF CHANGES ***
*** 2nd CHANGE ***
[bookmark: _Toc106364571][bookmark: _Toc114242902]A.8	Calculation of KNRP for UE-to-Network relays
When calculating KNRP from UP-PRUK, the following parameters shall be used to form the input S to the KDF that is specified in Annex B of TS 33.220 [5]:
-	FC = 0xYY8A
-	P0 = Relay Service Code 
-	L0 = length of Relay Service Code (i.e. 0x00 0x03)
-	P1 = KNRP freshness parameter 1
-	L1 = length of KNRP freshness parameter 1 (i.e. 0x00 0x10)
-	P2 = KNRP freshness parameter 2
-	L2 = length of KNRP freshness parameter 2 (i.e. 0x00 0x10)
The input key shall be the 256-bit UP-PRUK.
[bookmark: _Toc114242903][bookmark: _Toc106364572]A.9	Calculation of MIC value for Direct Communication Request 
When calculating a MIC using the DUIK to integrity protect Direct Communication Request (DCR) message, the following parameters shall be used to form the input S to the KDF that is specified in Annex B of TS 33.220 [8]:
-	FC = 0xCC8B.
-	P0 = UTC-based counter.
-	L0 = length of above (i.e. 0x00 0x04). 
-	P1 = DCR message with the MIC value field set to all zeros.
-	L1 = length of above.
The MIC is set to the 32 least significant bits of the output of the KDF.
The DUIK, UTC-based counter and DCR message follow the encoding also specified in Annex B of TS 33.220 [8].
*** END OF CHANGES ***

