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1	Decision/action requested
This pCR proposes a new KI for TR 33.894: MFA for NF in 5GC
2	References
[1]	3GPP TR 33.894 v0.3.0 " Study on applicability of the Zero Trust Security principles in mobile networks" 
[X]	3GPP TS 33.310 "Network Domain Security (NDS); Authentication Framework (AF)"
[Y]	Chan, A.CF., Wong, J.W., Zhou, J., Teo, J. (2016). Scalable Two-Factor Authentication Using Historical Data. In: Askoxylakis, I., Ioannidis, S., Katsikas, S., Meadows, C. (eds) Computer Security – ESORICS 2016. ESORICS 2016. Lecture Notes in Computer Science(), vol 9878. Springer, Cham. https://doi.org/10.1007/978-3-319-45744-4_5
3	Rationale
In TR 33.894 " Study on applicability of the Zero Trust Security principles in mobile networks", the scope is to study ZTS principles as they relate to 5GC. To that end this Key Issue proposal aims to study solutions that enhance NF authentication in the 5GC for both Service Based Interface (SBI) and non-service-based interfaces. Inherently, solutions that enhance authentication for NFs may apply to other network entities in communication with NFs (e.g., SEPP, SCP) on the same interfaces.
4	Detailed proposal
********************** Start of Change 1 ****************************
[bookmark: _Toc96881847]6.X	Key Issue X: MFA for NF in 5GC
[bookmark: _Toc96881848][bookmark: _Toc62576230][bookmark: _Toc62576546][bookmark: _Toc62595910][bookmark: _Toc62596352][bookmark: _Toc62637731][bookmark: _Toc62683928]6.X.1	Key issue details
This KI sets out to study authentication enhancements of NFs and other network entities in communication with NFs (e.g., SEPP, SCP) to strengthen the Zero Trust Security (ZTS) posture of 5GC. 
Part of a Zero Trust Architecture (ZTA) is correctly identifying and authenticating the device/entity for access to a resource. 5GC may use certificate-based TLS and/or IPsec to authenticate the NFs when establishing access to other resources (e.g., NF producer-NF consumer, SEPP, SCP) on the Service-Based Interface (SBI) or non-service-based Interface. However, TLS/ IPsec alone does not consider ZTS principles, such as Multifactor Authentication (MFA). 
Within the context of 5GC, MFA cannot happen in the traditional sense (e.g., passwords, biometrics, something you have/are/know) largely because NFs/SEPPs are not human operated. The challenge is then trusting the authentication from a Non-Person Entity (NPE) and its provided credentials. From NIST Special Publication 800-207 [2], it says:
· The associated risk is that an attacker will be able to induce or coerce an NPE to perform some task that the attacker is not privileged to perform. The software agent may have a lower bar for authentication (e.g., API key versus MFA) to perform administrative or security-related tasks compared with a human user. If an attacker can interact with the agent, they could theoretically trick the agent into allowing the attacker greater access or into performing some task on behalf of the attacker. There is also a risk that an attacker could gain access to a software agent’s credentials and impersonate the agent when performing tasks. 
Therefore, this key issue sets out to study authentication enhancements that can be controlled by the 5GC to strengthen the ZTS posture. 
Solutions that enforce the policy of TLS/IPsec by the NF should be included (e.g., Policy Enforcement Point (PEP)). For example, there are optional features in TLS v1.3, such as client-side authentication, that if misconfigured will fail to adhere to ZTS principles (i.e., mutual authentication between NF consumer and NF producer). Additionally, potential solutions limiting the validity period of NF certificates (e.g., frequent certificate renewal; from TS 33.310 [X] the TLS certificate validity period is up to 3 years) and solutions that utilize historical data of NF-to-NF sessions should be considered (e.g., In [Y], historical data is used as a scalable second authentication factor for IoT devices/ NPEs). In certain deployments, it may also be possible to use environmental attributes to authenticate the NF (e.g., geolocation can be used to identify abnormal connection requests from outside the network).
[bookmark: _Toc96881849]6.X.2	Security threats
The fact that NF authentication within the 5GC only requires a single form of authentication (i.e., certificate/ private key) can pose a threat to the 5GS, if this credential is compromised or misconfigured. 
[bookmark: _Toc96881850]6.X.3	Potential security requirements
Authentication of the NF and other network entities in communication with NFs (e.g., SEPP, SCP) should support MFA to adhere to ZTS principles.
********************** End of Change 1 ****************************
********************** Start of Change 2 ****************************
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