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1	Decision/action requested
This pCR proposes a new KI for TR 33.894: Maturity model for ZTS in 5GC
2	References
[1]	3GPP TR 33.894 v0.3.0 " Study on applicability of the Zero Trust Security principles in mobile networks" 
3	Rationale
In TR 33.894 " Study on applicability of the Zero Trust Security principles in mobile networks" part of the scope is:
· Provide recommendations for support of additional Zero Trust principles in 5GS security architecture with suitable future normative work directions, where such recommendations may include 3GPP 5G security requirements, technical enhancements, and procedural enhancements.
This KI sets out to define a maturity model for attaining a ZTA in 5GC.
Attaining a ZTA is an incremental process that can best be achieved by gradually increasing ZTS capabilities. The ZTS principles may not be easily implemented due to difficulties of changing the way an organization processes are performed. Some ZTS principles are already defined in 3GPP that are either optional or have parameters that are up to implementation. With the ZTS maturity model for 5GC it would be possible to utilize best practices for implementing ZTS capabilities leading to a ZTA.
Since all ZTS capabilities in 5GC may not be discovered in the timeframe of this study, and the 5GC is continually evolving, the model should be continually reviewed and updated.
4	Detailed proposal
********************** Start of Change ****************************
[bookmark: _Toc96881847]6.X	Key Issue X: Maturity model for ZTS in 5GC
[bookmark: _Toc62576230][bookmark: _Toc62576546][bookmark: _Toc62595910][bookmark: _Toc62596352][bookmark: _Toc62637731][bookmark: _Toc62683928][bookmark: _Toc96881848]6.X.1	Key issue details
This KI sets out to define a maturity model for attaining a Zero Trust Architecture (ZTA) in 5GC. From [2]:
· ZTA is an enterprise cybersecurity architecture that is based on zero trust principles and designed to prevent data breaches and limit internal lateral movement;
· Organizations should seek to incrementally implement zero trust principles, process changes, and technology solutions that protect their data assets and business functions by use case. Most enterprise infrastructures will operate in a hybrid zero trust/perimeter-based mode while continuing to invest in IT modernization initiatives and improve organization business processes. 
Attaining a ZTA can be an incremental process that is best achieved by gradually increasing ZT Security (ZTS) capabilities. A maturity model can help guide ZTS principles implementation in 5GC and identify non-ZT components that can be enhanced. For example, in a traditional ZTA the NF is authenticated and authorized using TLS/HTTPS and OAuth. Meanwhile, in an optimal ZTA there may be additional access control on the NF triggered by e.g., unusual NF behaviour, which is identified via continuous security monitoring, or from NWDAF contextual data. 
A maturity model may also be used in assessment of a 5GC security architecture to set a baseline or benchmark on current ZTS capabilities. The model is not to be used for condemning a non-compliant ZT 5GC, but rather to help build a continuous improvement of ZTS capabilities. The model should be based on best practices for ZTS in 5GC and can leverage elements from existing ZTS maturity models and technical expertise of 5GC operators. Since all ZTS capabilities in 5GC may not be discovered in the timeframe of this study, and the 5GC is continually evolving, the model should be continually reviewed and updated.
[bookmark: _Toc96881849]6.X.2	Security threats
Without a maturity model for ZTS in 5GC, there may not be a clear improvement strategy to get to a ZTA. 
Without assessment of the 5GC ZTA an organization may be unknowingly exposing itself to security threats that exists without ZTS capabilities.
[bookmark: _Toc96881850]6.X.3	Potential security requirements
A maturity model needs to be based on best practices of ZTS in 5GC and should use findings from TR 33.894 to help develop a baseline.
********************** End of Change ****************************

