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	Reason for change:
	GSMA DESS has sent a LS (S3-221721) to SA3 indicating an inconsistency found in the TS 33.210 and TS 33.501 specifications with regards to user plane security. In current TS 33.501 section 9.9 specifies that NDS/IP shall apply to non-SBA inter-PLMN interfaces (including N9 user plane), whereas TS 33.210 clearly states in 4.3 and B.1 that NDS/IP does not extend to the user plane. 
The LS was discussed during SA3#108-e meeting, and a LS reply (S3-222426) was sent to GSMA DESS indicating that a CR to TS 33.501 will be provided. 
As agreed in SA3#108-e meeting, Iinstead of changing the scope of NDS/IP in TS 33.210, which may impact other specifications with references to it, this CR proposes to rather update the 5G specification TS 33.501 on this specific aspect. The same approach has been followed as for N3, which is a good example of specifying the security mechanisms for a non-SBA user plane interface.
Basically the change consists of removing the reference of NDS/IP in the clause 9.9 of TS 33.501, specifying instead explicitly the security mechanisms to protect N9 interface, i.e., mutually authenticated IPsec tunnel, or other protection, e.g., physical protection.

	
	

	Summary of change:
	Eliminate the reference of NDS/IP in the clause 9.9 of TS 33.501, specifying instead explicitly the security mechanisms to protect non-SBA interfaces internal to the 5GC and between PLMNs, i.e., mutually authenticated IPsec tunnel, or other protection, e.g., physical protection.
Eliminate the reference of NDS/IP in the clause N.2.2 of TS 33.501 by making a reference to new clause 9.9. 
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* * * First Change * * * *

[bookmark: _Toc19634816][bookmark: _Toc26875876][bookmark: _Toc35528642][bookmark: _Toc35533403][bookmark: _Toc45028756][bookmark: _Toc45274421][bookmark: _Toc45275008][bookmark: _Toc51168265][bookmark: _Toc106197776]9.9	Security mechanisms for non-SBA interfaces internal to the 5GC and between PLMNs

* * * End of First Change * * * *
Non-SBA interfaces internal to the 5G Core such as N4 and N9 can be used to transport signalling data as well as privacy sensitive material, such as user and subscription data, or other parameters, such as security keys. Therefore, these interfaces shall be confidentiality, integrity, and replay protected.
Roaming interfaces between PLMNs except for N32, shall be confidentiality, integrity, and replay protected. Protection for the N32 interface is specified in clauses 13.1 and 13.2..
For the protection of the above mentioned internal and roaming user plane interfaces except N32, NDS/IP shall be used as specified in [3]IPsec ESP and IKEv2 certificate-based authentication shall be supported as specified in sub-clauses 9.1.2 and 9.1.3 of the present document with confidentiality, integrity and replay protection, unless security is provided by other means, e.g. physical security. A SEG may be used to terminate the NDS/IP IPsec tunnels.
NOTE: 	It is up to the operator choice to use cryptographic solutions or other mechanisms to protect internal non-SBA interfaces such as N4 and N9. 
* * * End of First Change * * * *

* * * Second Change * * * *
[bookmark: _Toc35528879][bookmark: _Toc35533641][bookmark: _Toc45029031][bookmark: _Toc45274696][bookmark: _Toc45275284][bookmark: _Toc51168542][bookmark: _Toc106198092]N.2.2	Redundant transmission on N3/N9 interfaces
If the user data redundancy is fulfilled by means of two duplicated N3 tunnels, the redundant packets will be transferred between UPF and RAN via two independent N3 tunnels, which are associated with a single PDU Session, over different transport layer path to enhance the reliability of service.


Figure N.2.2-1: Redundant transmission with two N3 tunnels between the UPF and a single NG-RAN node
In order to protect the redundant traffic on the N3 reference point, the current mechanism defined in clause 9.3 of the present document shall be reused. The added path for redundancy shall provide equal level of security compared to single path.
In case two N9 tunnels are involved to fulfil the redundancy for one NG-RAN, the NDS/IP security mechanism defined in clause 9.9 shall be used for protecting the redundant data transferring via two N9 tunnels as described above.

* * * End of Second Change * * * *
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