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1
Decision/action requested

In this box give a very clear / short /concise statement of what is wanted.
2
References

3
Rationale

This contribution proposes the evaluation of solution #5.
4
Detailed proposal

************ START OF CHANGES ************

6.5
Solution #5: Access control and anonymization for data and analytics exchange in roaming 

6.5.1
Introduction

This solution addresses KI#1 on protection of data and analytics exchange in roaming case.

Data and analytics exposed between PLMNs need to be secured and restricted based on operator policies, regulatory constraints and/or roaming agreements. One of the threats in KI#1 states that "if the PLMNs don’t have the ability to control the amount of data exposed and to abstract or hide network-internal aspects, the sensitive data may be leaked to other entities." Consequently, an access control solution, a proxy or NF that can apply PLMN specific policies before sharing the data to other PLMN, is required. For that purpose, the solution includes a new service for authorization and the application of corresponding security policies (e.g., anonymization).

The NWDAF is well suited in the 5G Core Network architecture to support the security requirements to implement the appropriate policies to control the amount of exposed data, and to abstract or hide network-internal aspects in the shared data and analytics between PLMNs. 

6.5.2
Solution details

The solution proposes a new NWDAF service to restrict the retrieval of the data called Nnwdaf_DataRetrieval service, which acts as a proxy for the NF consumer. Once the NWDAF has collected the data from different sources and stored it, as a proxy it can apply its PLMN specific policies to restrict the access to that data, and/or anonymize it before sharing the content with other PLMN's analytics entities (e.g., NWDAFs). 

The following example illustrates the concept of the new DataRetrieval service. Previously, the NWDAF shall have been registered in NRF with Nfprofile which includes additional information, so that different other PLMNs’s NWDAF can consume the Nnwdaf_DataRetrieval service: 

· Nfservice: Nnwdaf_DataRetrieval
· SupportingNFForDataRetrieval: AMF (LocRetrieval, AreaoFInterest), SMF(..)
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Figure 6.5.2-1: DataRetrieval service

Step1: NWDAFc of PLMN1 discovers NWDAFp of PLMN2. Based on PLMN2 operator’s security policy (e.g., implemented by OAuth 2.0), NWDAFc is allowed to access only to NWDAFp DataRetrieval service, i.e., other services (e.g. NF exposure services, DCCF data collection service) would be restricted and not allowed to be accessed from PLMN1's NWDAF. NWDAFc of PLMN1 requests data collection via NWDAFp via Nnwdaf_DataRetrieval service. This could be data retrieval for a UE or for a UE range or for a PLMN specific UE.

Step 2: In response of receiving Nnwdaf_DataRetrieval service request from NWDAFc, NWDAFp collects data from different NFs for a specific UE or group of UE or PLMN Specific UE. 

 

Step3: After collecting data and / or (if required) generating Analytics output, NWDAFp applies PLMN1 related specific policies and anonymizes or restricts the data.

 

Step 4: NWDAFp sends the processed data to NWDAFc as a response to Nnwdaf_DataRetrieval service request

 

Step 5: NWDAFp stores filtered and anonymized data at rest for possible future uses.

 

The new DataRetrieval service provides two APIs to retrieve data:

· Nnwdaf_DataRetrieval_GET, based on request/response model 
· Nnwdaf_DataRetrieval_Subscribe, based on Subscribe/Notify model
 

The new DataRetrieval service shall be capable to provide policy configuration per PLMN and NF Type to accordingly anonymize or restrict the data.

· Example: [PLMN1, NWDAF]: Anonymize TAI information
· Example: [PLMN2, AF]: Restricted area “TAI1, TAI2..” Don’t send notification
 

The new DataRetrieval service will have persistent data storage capability where it stores (anonymized and restricted) data for future use (e.g., further data retrieval or historical data). 

 

Detailed procedure
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6.5.2-2: Detailed procedure of DataRetrieval service
 

1. NWDAF supporting new DataRetrieval service which provides the proxy like function, registers in the NRF with the new service. The service may include additional information on supporting NFs and events. NWDAFc from PLMN1 discover NWDAF in other PLMN when they require to collect data from PLMN2. NRF in PLMN2 answers indicating the new NWDAF DataRetrieval service. Alternatively, the consumer may know that PLMN2 provides data via proxy / DataRetrieval service and can request directly the data via this new service. 

2.NWDAFc requests data collection via NWDAFp in PLMN2 via DataRetrieval service by invoking Nnwdaf_DataRetrieval_Subscribe/Request. It indicates as reporting target one or several UE(s), a UE group or range, or all visiting UEs from the consumer network, and the desired data types or events, and possibly target NF types from which to collect the data or at which to subscribe for the events. 

3. NWDAFp authorize the request based on PLMN2 security policies, that may depend on the consumer network (e.g., HPLMN), and may indicate allowed or restricted NF types, data types, or events.

4. Based on the request, NWDAFp collects the data from different NFs and aggregates the collected data. 

5. NWDAFp applies the policies per consumer (source PLMN), source NF type, destination NF type, etc., and decides whether anonymizing or restricting the data (e.g., supressing the notification) based on those policies, which are subject to operator criteria. 

NOTE: The anonymization or restriction on data depends on the sensitiveness of the information defined by the operator (PLMN 2) and contained in the requested analytics. For example, if slice load data is considered by the operator to be sensitive, the PLMN 2 NWDAF may restrict / supress the corresponding notification related to the slice load. The mechanisms used to restrict the data and /or anonymization are subject to the implementation. 
6. NWDAFp sends the processed data to the consumer

7. NWDAFp may also store the processed data.

6.5.3
Evaluation

The solution addresses KI#1 on protection of data and analytics exchange in roaming case, by introducing a new service for authorization and the application of corresponding security policies (e.g., anonymization) in the NWDAF. 

The solution proposes that the NWDAF serves as central entry point for related requests and enforces the appropriate security security policies to authorize the requests, restrict the exposed data and analytical information, etc., per consumer.  
The solution introduces a new NWDAF service to enable a restricted retrieval of the data, named as Nwdaf_DataRetrieval service, with acts as a proxy for the analytics consumer (e.g., NWDAF from other PLMN). The service provides two APIs to retrieve the data:

•
Nnwdaf_DataRetrieval_GET, based on request/response model 

•
Nnwdaf_DataRetrieval_Subscribe, based on Subscribe/Notify model

The NRF restricts the access to other event exposure and analytics services of NWDAF from outside the own PLMN, thus only new Nwdaf_DataRetrieval service is allowed to be consumed by other PLMNs. 
************ END OF CHANGES ******************
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