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1
Decision/action requested

This contribution proposes an evaluation for solution #8 in TR 33.870. 
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3
Rationale

This contribution proposes evaluation for solution #8 in clause 6.8.1 of TR 33.870 [1]. 
4
Detailed proposal

It is proposed that SA3 approve the following pseudo-CR to 3GPP TR 33.870 [1].

***** START OF CHANGES *****
6.8
Solution #8: Use of fixed length “username” for NAI
6.8.1
Introduction 

Editor’s Note: This solution may need to be updated to align with the KI once the ENs in the KI is resolved.

This solution addresses Key Issue #1.
A SUPI that is in NAI format (i.e., username@realm) may be used in some 5GS deployments (e.g., SNPN deployments or 5GS deployments that do not require interworking with EPS). 

In such deployments, if the “username” part is of variable length, it may be subject to the threats described in Key Issue #1. Since the SUPI assignment is under the control of home network operator, this solution proposes that the home network operator assigns SUPIs such that the “username” part of the NAI is always of fixed length.

This solution is motivated by the fact that in 5GS, SUPIs do not need to be comprehensible or handled by human users. GPSIs (including MSISDN) are used for such purposes, which of course can be based on real world names of the actual subscribers.

6.8.2
Solution details

In this solution, the home network operator configures “username” for their SUPIs such that the “username” for all their subscribers is of fixed length. The SUPI with fixed length for “username” part of the NAI is configured on the UE as well as on the network (e.g., UDM) as part of the operators existing process for configuring subscription credentials.

Editor’s Note: Storage details for fixed length SUPI on the UE is FFS.

The fixed length that is chosen for the username can be left to the decision of the home network operator. However, the home network operator needs to select the fixed length such that it is greater than the maximum length of the username for all possible subscribers.

Note that this solution does not prevent the home operator from assigning “username” based on subscriber’s real world names when necessary. In such case, the home operator can use a padding scheme to generate a fixed length “username” and then configure the UE and the UDM with a fixed length SUPI. The padding scheme used by the home network operator can also be left to the decision of the home network operator.
6.8.3
Evaluation

 This solution meets the requirement and addresses all the threats identified for Key Issue #1. This solution also works irrespective of authentication methods and SUPI privacy mechanisms used in 5GS.
This solution does not require any normative changes to either the UE or the network. 
This solution requires that the home network operator configure the UE and the UDM (or AAA if AAA is used for authentication) in the network with a fixed length for “username” part of the SUPI. This configuration can be performed using the home network operator’s existing methods and processes for provisioning the SUPI in the UE and the UDM/AAA. 
This solution is also backwards compatible and works with all rel-15 or higher UE(s) and network(s). 
***** END OF CHANGES *****
