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1	Decision/action requested
This contribution proposes a conclusion for KI #2 
2	References
[1]	TR 33.809 v.0.20.0	“Study on 5G Security Enhancement against False Base Stations (FBS)”
[2]	LTEInspector: A Systematic Approach for Adversarial Testing of 4G LTE, Syed Rafiul Hussain, Omar Chowdhury, Shagufta Mehnaz, and Elisa Bertino, The 25th Network and Distributed System Security Symposium (NDSS), 2018
[3]	Breaking LTE on Layer Two, David Rupprecht, Katharina Kohls, and Thorsten Holz, and Christina Popper, IEEE Symposium on Security & Privacy, 2019
3	Rationale
SA3 has studied system information protection and discussed various solutions. While signature-based solutions can prevent attackers from generating a valid signature on system information assuming the signing key(s) cannot be compromised, the signature-based solutions do not solve the fundamental problem while introducing additional issues and complexities into the system. 
MIB/SIB modification mainly causes DoS attacks against UEs, e.g., (1) DoS attempts via changing cellBarred =barred in MIB, (2) DoS attempts via removing ims-EmergencySupport=true from SIB1, (3) DoS attempts via tampering cellSelectionInfo in SIB1 or cellReselectionInfoCommon in SIB2. 
Observation 1: MIB/SIB modification mainly causes DoS attacks against UEs.
If UE needs to perform cell (re)selection upon verification failure of a SIB signature, signing SIB would introduce a new type of DoS attack against UEs which is easier to launch by an attacker as a single bit flip on the SIB signature has the same effects as those of more sophisticated SIB modification. Furthermore, since the number of suitable cells for a specific UE at a given location is limited, it is feasible for an attacker to inject false signatures for all suitable cells, leading to a complete DoS against potential victim UEs.
On the other hand, if the UE remains camped on the same cell on detection of false SIB signature (namely, ignoring the signature verification failure) and connects to the network via the cell later, there is no need for signing the SIBs. 
It should also be noted that sophisticated MitM attacks (e.g., LTEInspector, aLTEr) do not attempt to change the content of MIB, SIBs to not be detected/identified; instead they use the valid MIB/SIBs of the legitimate base station to attract and attack victim UEs by exploiting unprotected messages. Therefore, signing of MIB/SIBs does not mitigate such sophisticated MitM attacks.
Observation 2. MIB/SIB signature schemes cannot prevent DoS attacks and introduce new types of DoS attacks while the MIB/SIB protection is mainly intended to prevent DoS against the UEs.
Observation 3. MIB/SIB modification has not been used for DoS by attackers. Instead, most FBS attacks do not modify MIB/SIB to hide their presence (i.e., to impersonate legitimate networks).

Other than the fundamental issue raised above, the signature solutions have the following issues:
· Feasibility of each solution is unclear due to lack of details and unresolved issues, e.g., key management, complexity, UE behavior, RAN impacts including power consumption, and so on
· Signature solutions cannot prevent replay attacks, hence a FBS can still attract UEs to camp on itself by replaying the valid SIBs (i.e., UEs cannot detect FBS based on the signature)
· The solutions are not effective unless all networks are upgraded to support the signature scheme as legacy gNBs would still broadcast unprotected SIBs
· Impacts and analyses with respect to the quantum resistance have not been considered
Observation 4. Signature schemes are incomplete and have deployment and sustainability limitations. Meanwhile, those schemes introduce various complexities into the system.

Considering the above issues, introducing a signature scheme(s) for system information protection in the 5G system cannot be justified. 
Compared to the signature solutions, the shared-key based solution presented in Solution #14 and Solution #19 enable UE to verify the correctness of MIB/SIBs that it has read, during the connection establishment with a RAN node. Those solutions use the existing security procedure/protocol with an addition of a single information element, causing minimal system impacts and supporting incremental deployment (and backward compatibility). 
Observation 5. Shared key based solutions enable UE to verify MIB/SIB during connection establishment with minimal system impacts and incremental deployment. 
Proposal 1. Therefore, it is proposed that a shared-key based solution is selected as the basis of normative work for the protection of the system information.  We prefer that solution #19 is selected but can also accept solution #14 if SA3 prefers solution #14 over solution #19.
4	Detailed proposal
It is proposed that SA3 approve the below pCR for inclusion in the TR 33.809 [1].
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Following conclusions are made on Key Issue #2 "Security protection of system information":
-	It is concluded that the shared-key based solution #19 is used as the basis for normative work for the protection of the system information.
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