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1
Decision/action requested

This contribution provides a solution to TNAP mobility.
2
References

[1]
3GPP TR 33.887 v0.3.0 (S3-223127) 

3
Rationale

This contribution proposes a solution to TNAP mobility. 
4
Detailed proposal

It is proposed that the following pCR is included in the TR [1].
**** START OF CHANGES ****
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**** NEXT CHANGE ****
6.Y
Solution #Y: Using Fast BSS Transition for TNAP mobility
6.Y.1
Introduction 

This solution addresses key issue #4: Security aspect of TNAP mobility
6.Y.2
Solution details

This solution addresses the TNAP mobility using the Fast BSS Transition protocol [aa]. 
The Fast BSS Transition (FT) key hierarchy is established based on the Master Session Key (MSK) by the R0 Key Holder (R0KH) that is collocated with the 802.1X authenticator as specified in [aa]. To support the Fast BSS Transition, the TNAP needs to obtain a 256 bit key (KFT-TNAP) from the TNGF, which is then used as an input key to create the FT key hierarchy.
The key KFT-TNAP is derived from KTNGF using fixed inputs similar to the derivation of KTNAP from KTNGF described in Annex A.22 of TS 33.501 [4].
The key KFT-TNAP is used to create the FT key hierarchy specified in 802.11 [aa]. Specifically, KFT-TNAP is used as Master PMK (MPMK) that is used as an input key for R0-Key-Data derivation. With the R0-Key-Data, the FT key hierarchy is established. 

When UE switches a new TNAP within the same mobility domain identified by the Mobility domain identifier (MDID), the UE performs the fast BSS transition procedure as specified in [aa].

The TNAP that has received KTNAP from the TNGF takes the role of PMK R0 Key Holder (R0KH) that holds the key, PMK-R0. The R0KH derives PMK-R1 from PMK-R0 and provides it to the new AP (i.e., TNAP in TNAN) during the FT procedure. 
NOTE 1: The TNGF can send both KTNAP and KFT-TNAP to the TNAP as an MSK where KTNAP forms the first 256 bits and KFT-TNAP forms the last 256 bits.
6.Y.3
Evaluation

TBD
**** END OF CHANGES ****

