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1
Decision/action requested

The contribution proposes to resolve the EN on DAA keys.
2
References

[1]
3GPP TR 33.891 v0.3.0 (S3-223129) 

3
Rationale

The contribution proposes to resolve the EN on DAA keys. Like the V2X use cases, the credentials that are deployed to protect DAA traffic are not in the scope of 3GPP. Hence DAA protection can utilise the transparent container for  carrying the authentication signalling that is needed to establish key for protecting the DAA traffic. 
4
Detailed proposal

It is proposed that the following pCR is included in the TR [1].
**** START OF CHANGES ****
6.3
Solution #3: C2 and DAA unicast security using V2X unicast solution 

6.3.1
Introduction

This solution addresses all of key issues #1, #2, #4  and #5. It re-uses the security procedures for unicast security for V2X (see TS 33.536 [6]). 

6.3.2
Solution details 

TS 33.536 [6] contains a method of establishing security for a unicast connection for V2X services. This solution proposes to re-use those procedures for establishing the security of C2 and DAA unicast connections. The relevant procedures are given in clause 5.3.3 of TS 33.356 [6]. 

Editor’s note: Whether there is a need for discovery before communication will be based on an SA2 decision.


NOTE 1: This solution assumes that the credentials used to protect the DAA traffic are defined outside of 3GPP specification. Hence the Key_Est_Info IE described in clause 5.3.3.1.3.2 of TS 33.536 [6] is used to transport the needed authentication signalling to establish PC5 keys. This IE enables authentication over PC5 using credentials and methods specified outside 3GPP.
Editor’s note: Details on authorisation for C2 pairing are FFS.

[image: image1.emf]UE_1 UE_2

1. Direct Communication Request or Direct Re-keying 

Request (Key_Est_Info)

2a. Direct Auth and Key Establishment Request 

(Key_Est_info)

3. Direct Security Mode Command([Key_Est_Info], MSB of 

K

NRP

ID)

4. Direct Security Mode Complete (LSB of K

NRP

 ID)

2b. Direct Auth and Key Establishment Response 

(Key_Est_info)


Figure 6.3.2-1: Message flow for the establishment of unicast security

Figure 6.3.2-1 gives an overview of the flow for (re-)establishing security for unicast connections (see TS 33.536 [6] for the details). The security policy relevant to the service (i.e. DAA or C2) will be used when establishing a connection for that service.  C2 and DAA traffic will only be accepted from a peer authorised to send such traffic and be sent on different connections. 

In addition to address the privacy issue of re-using identities, Link identifier update and Layer-2 release procedures are performed as described in 5.3.3.2.2.1 and 5.3.3.2.2.2 of TS 33.356 [6].
6.3.3
Evaluation

The evaluation is FFS.
**** END OF CHANGES ****

