3GPP TSG-SA3 Meeting #109
S3-223350
Toulouse, France, 14 - 18 November 2022









revision of S3-22xxxx
Source:
Qualcomm Incorporated
Title:
Correcting the threats references for the gNB-CU-UP
Document for:
Approval
Agenda Item:
4.6
1
Decision/action requested

This contribution proposes a pCR to add the correct threat references for gNB-CU-UP to the TS. 
2
References

[1]
S3-222321 draft TS 33.742 v0.2.0
3
Rationale

This contribution proposes a pCR to add the correct threat references and for gNB-CU-UP to the TS. It also makes a few other corrections.
4
Detailed proposal

It is proposed that SA3 approved the below changes for inclusion in the TS [1].
**** START OF CHANGES ****
6.2.2.1
Security functional requirements on the gNB-CU-UP deriving from 3GPP specifications – TS 33.501 [3]


6.2.2.1.1
Security functional requirements inherited from gNB

The following security functional requirements from clause 4.2.2.1 apply to the gNB-CU-UP by changing the gNB to gNB-CU-UP for the entity under test in the test cases and with the below changes of threat reference: 
4.2.2.1.5
UP integrity check failure
Threat References: TR 33.926 [4], clause Y.2.2.4 – User plane data integrity protection.
4.2.2.1.8
Replay protection of user data between the UE and the gNB
Threat References: TR 33.926 [4], clause Y.2.2.4 – User plane data integrity protection.

· 
· 
6.2.2.1.2
Control plane data confidentiality protection over E1 interface

NOTE 1: This is based on the security functional requirement on the gNB given in 4.2.2.1.16 of TS 33.511 [6] but modified as the gNB-CU-UP only supports the E1 interface. 

Requirement Name: Control plane data confidentiality protection over E1 interface
Requirement Reference: TS 33.501 [3], clauses 5.3.10
Requirement Description: " The E1 interface between CU-CP and CU-UP shall be confidentiality, integrity and replay protected." as specified in TS 33.501 [3], clauses 5.3.10. 

Threat References: TR 33.926 [4], clause Y.2.2.1 – Control plane data confidentiality protection.

Test Case: the test case in subclause 4.2.3.2.4 of TS 33.117 [2].
6.2.2.1.3
Control plane data integrity protection over E1 interface

NOTE 1: This is based on the security functional requirement on the gNB given in 4.2.2.1.17 of TS 33.511 [6] but modified as the gNB-CU-UP only supports the E1 interface. 

Requirement Name: Control plane data integrity protection over E1 interface
Requirement Reference: TS 33.501 [3], clauses 5.3.10
Requirement Description: " The E1 interface between CU-CP and CU-UP shall be confidentiality, integrity and replay protected." as specified in TS 33.501 [3], clauses 5.3.10.  
Threat References: TR 33.926 [4], clause Y.2.2.2 – Control plane data integrity protection.

Test Case: the test case in subclause 4.2.3.2.4 of TS 33.117 [2].

Editor’s note: The user plane over network interface cases need to be added. 
**** END OF CHANGES ****
