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Decision/action requested

Update Solution#20 in TR33.875
2
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3 Rationale

· In the case when one of the roaming partners has outsourced its roaming services to a Roaming HUB, it is assumed that one of the roaming partners, e.g., VPLMN, does not have a relationship with the other romaing partner, e.g., HPLMN. In this case, the cSEPP is not expected to know the reachability of the pSEPP. However, it always can use the well-known FQDN of the HPLMN SEPP.

· As per GSMA PRD [3], “The well-known SEPP FQDN sepp.5gc.mnc<MNC>.mcc<MCC>.3gppnetwork.org as described in GSMA PRD NG.113 [12] is only a stepping stone to trigger SEPP discovery via DNS. The well-known FQDN SHALL NOT be used for naming a SEPP. It SHALL NOT be mentioned in CN or SAN fields of certificates.”

· Therefore, in order to allow the communication via the RH HTTP Proxy to complete successfully and for the cSEPP to establish an end to end N32-c connection with the pSEPP, the solution shall allow the cSEPP to receive the FQDN of the pSEPP in the HPLMN.

· This contribution enhances solution #20 to allow HTTP REDIRECT to communicate the pSEPP FQDN to cSEPP in response to an HTTP CONNECT command.
· This contribution assumes the RH has a business relationship with the HPLMN and is able to resolve the HPLMN well-known FQDN to the pSEPP FQDN.
4
Detailed proposal

The details below references solution #20 and addresses the Editor’s Note: “Editor's Note: whether additional methods to determine pSEPP name other than its well known FQDN are required is FFS.”

0:
The cSEPP is configured to make use of RH1

1:
After receiving an initial request, the cSEPP may set up a TLS connection with RH1's proxy. The cSEPP then sends a CONNECT command to RH1's proxy indicating the destination to be pSEPP.

Editor's Note: whether additional methods to determine pSEPP name other than its well known FQDN are required is FFS

2:
RH1's proxy shall verify that cSEPP is allowed to set up a roaming relation with pSEPP. If not, the flow continues with the error message of step 6. Otherwise, it continues with step 3.

The solution detail is as follows by adding the following steps:

2.1:  If the cSEPP is allowed to setup a romaing relationship with pSEPP and has only included the well-known FQDN for the HPLMN SEPP, the RH1's proxy shall resolve the well-known FQDN to a specific pSEPP FQDN in the HPLMN following GSMA PRDs [3] [4]

2.2. The RH shall respond by a 307 HTTP/2 response with the Location response header containing the https scheme, the discovered pSEPP FQDN, and the discovered n32-c port, if non-standard.
2.3. cSEPP shall validate that the received pSEPP FQDN belongs to the HPLMN that the cSEPP is trying to reach and if successful, the cSEPP shall send HTTP CONNECT with the pSEPP FQDN included.
4.3 Conclusion
SA3 is kindly requested to approve the following conclusions:

1. In order for the cSEPP to establish an end-to-end N32-c TLS connection with pSEPP where the PLMN of the cSEPP does not have a roaming relationship with the PLMN of the pSEPP, the solution needs to be enahnaced to allow the RH’s HTTP Proxy to provide the pSEPP FQDN to the cSEPP during the initial connection setup using HTTP Redirect.

2. SA3 is kindly requested to approve the proposed changes to solution #20 as per this contribution S3-223328.
*************** Start of Change 1 ****************
6.20.2

Solution details

……………
…………….
0:
The cSEPP is configured to make use of RH1

1:
After receiving an initial request, the cSEPP may set up a TLS connection with RH1's proxy. The cSEPP then sends a CONNECT command to RH1's proxy indicating the destination to be pSEPP.


2:
RH1's proxy shall verify that cSEPP is allowed to set up a roaming relation with pSEPP. If not, the flow continues with the error message of step 6. Otherwise, it continues with step 3.
2.1:  If the cSEPP is allowed to setup a romaing relationship with pSEPP and it has only included the well-known FQDN for the pSEPP, the RH1's HTTP proxy shall resolve the well-known FQDN to a specific pSEPP FQDN in the HPLMN following GSMA PRDs [3] [4]

2.2. The RH shall respond by a 307 HTTP/2 response with the Location response header containing the https scheme, the discovered pSEPP FQDN, and the discovered n32-c port, if non-standard port is discovered.

2.3. cSEPP shall validate that the received pSEPP FQDN belongs to the HPLMN that the cSEPP is trying to reach and if successful, the cSEPP shall send HTTP CONNECT with the pSEPP FQDN included.
3:
If pSEPP requires another roaming hub to be reached, RH1's proxy sets up a TLS connection with RH2's proxy. R1's proxy then sends a CONNECT command to RH2's proxy indicating the destination to be pSEPP. RH2's proxy shall verify that RH1 is allowed to set up a roaming relation with pSEPP. If not, the flow continues with the error message of step 5. Otherwise, it continues with step 4.

4:
If RH2 is present, RH2's proxy, otherwise RH1's proxy shall set up a TCP connection to pSEPP. This connection may be protected by TLS.

5:
If successful, if RH2 is present, RH2 shall return success with code 200. 

6:
If successful, RH1 shall return success with code 200.

If successful, pSEPP and cSEPP shall establish a TLS connection via the proxy/proxies for N32c and establish an N32f context, selecting PRINS as the protection mechanism.
*************** End of Change 1 ****************
