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1	Decision/action requested
This contribution discusses LI support for 5G ProSe UE-to-Network Relay 
2	References
[1] 3GPP TS 33.107: "3G security; Lawful interception architecture and functions"
[2] 3GPP TS 33.127: "Lawful Interception (LI) architecture and functions"
[3]	3GPP TS 24.301: "Non-Access-Stratum (NAS) protocol for Evolved Packet System (EPS); Stage 3".
[4] 3GPP TS 33.503: "Security Aspects of Proximity based Services (ProSe) in the 5G System (5GS)"
3	Rationale
This contribution discusses the issue of Lawful Interception (LI) support with 5G ProSe UE-to-Network Relay and proposals for agreement.
4	Discussion
[bookmark: _Hlk118639103]4.1. Target identities for Lawful Interception (LI)
TS 33.107 [1] specifies the target identities used by LI in EPS, in particular with respect to ProSe UE-to-NW Relay events such as ProSe Remote UE Report. Possible target identities are: MSISDN, IMSI, IMEI (see TS 33.107 [1], clause 17.3.5). 
TS 33.127 [2] specifies the target identities used by LI in 5GS, in particular at AMF or SMF. Possible target identities are: SUPI, PEI, GPSI. It is assumed that LI for 5G ProSe will be specified in TS 33.127 (similarly to ProSe for EPS in TS 33.107).
Observation#1: LI requires permanent UE identities as target identities (e.g., SUPI, PEI, GPSI). 
4.2. ProSe Remote UE identification with 5G ProSe UE-to-Network relay
TS 24.301 [3] (clause 9.9.4.20) specifies that the Remote User ID in the Remote UE report is set to a permanent UE identity (e.g., IMSI, MSISDN, IMEI).
TS 33.503 [4] (clauses 6.3.3.2.2, 6.3.3.3.2) however specifies that the Remote User ID in the Remote UE report is set to a temporary UE identity (i.e., respectively UP-PRUK ID, CP-PRUK ID).
Observation#2: In EPS, it is possible for MME, S-GW and PDN-GW to detect and notify LI function that a Remote UE identified as target of interception has been connected or disconnected from the ProSe UE-to-NW Relay, based on the permanent identity of Remote UE provided in the Remote UE Report. 
Observation#3: In current ProSe UE-to-NW Relay security procedures in TS 33.503, it is not possible for SMF (or AMF) to detect and notify LI function that a Remote UE that is a target of interception has been connected or disconnected from the ProSe UE-to-NW Relay, as only a temporary identity (i.e., PRUK ID) of the Remote UE is provided in the Remote UE Report.
Observation#4: How to obtain a permanent identity of Remote UE during ProSe Remote UE Report procedure is required for LI support, but currently not specified in TS 33.503.
5	Detailed proposal
It is proposed to agree on the CRs S3-223318 and S3-223319 for the resolution of the permanent identity of Remote UE in 5GC during ProSe Remote UE Report procedure to comply with LI requirements for target identities.
It is proposed to inform SA3-LI, SA2 and other groups of SA3 agreement via LS S3-223321.

