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1
Decision/action requested

Kindly approve the newly proposed Solution using AKMA.
2
References

[1]
3GPP TR 33.882 Study on personal IoT networks security aspects.
3
Rationale

This contribution is a resubmission of S3-222571 from last SA3 meeting with additional clarifications and context.
The overall architecture of the proposed solution is like Enterprise Wi-Fi. An end device is using an access point to get network access in the case of PIN, PEGC is acting as access point for PINE (like a Wi-Fi access point in case of Wi-Fi). 
The authentication and authorization are executed using a central AAA server. The advantage of using a central EAP server is scalability with respect to number of end devices and number of access points. If a new end device is added or removed, only a configuration on the central AAA server is needed but no configuration on each access point. Likewise, if a new access point is added, no configuration update on each end device is required. 
From a security point of view the PEGC is acting as an EAP authenticator (like the Wi-Fi access point in case of Enterprise Wi-Fi). 

Existing authentication solution based on local pairing will obviously continue to exist, but their deployment will be limited to scenarios, which do not require scalability (like the existing and solved standard scenario of a user pairing a single Bluetooth device with a smartphone).
In the proposed solution the authentication and authorization are transparent to the 5G core. However, the circumstance that the PEGC is a 5G UE can be exploited to secure the authentication messages, which are exchanged between PECG and AAA server as part of the PINE authentication. No security or hop by hop security is not sufficient, since the PEGC and the AAA server might us the public internet for connection and since messages also need to be integrity protected.
4
Detailed proposal

Please accept the following changes to TR 33.882 [1]:

**** START OF CHANGE ****

6.1
Mapping of solutions to key issues

Table 6.1-1: Mapping of solutions to key issues

	Solutions
	KI#1
	KI#2

	Solution #1: PINE authentication and authorization
	X
	

	Solution #2: Authentication and authorization for PINE
	X
	

	Solution #3: Authentication for PIN elements involving SMF
	X
	

	Solution #4: PEGC/PEMC and PINE Authentication and Authorization
	X
	

	Solution #5: EAP-based PINE authentication
	X
	

	Solution #Y: Using AKMA for EAP based authentication of PIN elements
	X
	


**** NEXT CHANGE ****
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[3]
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[y]
IETF RFC3579: "RADIUS (Remote Authentication Dial In User Service) Support For Extensible Authentication Protocol (EAP)"

[z]
IETF RFC2548: "Microsoft Vendor-specific RADIUS Attributes"

[xx]
IETF RFC7296: "Internet Key Exchange Protocol Version 2 (IKEv2)"
**** NEXT CHANGE ****

6.A
Solution #Y: Using AKMA for EAP based authentication of PIN elements
6.A.1
Introduction 

This solution addresses the KI#1 related to authentication and authorization of PIN elements.
The solution is based on the EAP protocol. The EAP protocol is executed between the PINE and a central AAA server, which is outside the domain of the 5GS.

PEGC acts as an EAP Authenticator. 5GC is acting as a facilitator to setup a secure connection between the PECG and the AAA server.

Since the PEGC is a 5G UE AKMA can be used for securing the communication between the PEGC and the AAA server. In this context the AAA server acts as an application function.

Depending on the protocol used for the exchange of the authentication and authorization messages between UE/PEGC and AAA-Server two different variants could be possible.

1. In the IPSec variant, the authentication and authorization messages are transferred within an IPSec tunnel, which is established using IKEv2 [xx] prior to the exchange of the authentication and authorization messages.

2. In the RADIUS variant, the message exchange is executed using the RADIUS protocol, i.e., RADIUS messages are exchanged directly as IP/UDP datagrams between PEGC and AAA-Server [x, y].

6.A.2
Solution details

6.A.2.1
Procedure 
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Figure 6.A.2.1-1 Authentication procedure for PINE using AKMA

Figure 6.A.2.1-1 shows utilization of AKMA procedure for authentication of PIN elements.

In the solution PINE is acting as an EAP client, PEGC as EAP Authenticator and the AAA server as EAP server. AKMA is used to secure the communication between the PEGC and the AAA server. That is the AAA server is acting as an AKMA AF. This is possible, because PEGC is also a 5G UE.

Step 1 Primary authentication is executed between PEGC and 5GS.
Step 2 After successful primary authentication AKMA Anchor key KAKMA and A-KID are generated in UE and AUSF.
Step 3 EAP session is executed between PINE and AAA Server.

As part of the EAP session the PEGC is exchanging the EAP message with the AAA server as part of the RADIUS or Diameter protocol. 

Depending on the chosen deployment either Step 3a or Step 3b are applicable.

Step 3a. IPSec is used to secure the communication between the PEGC and the AAA Server. AKMA is utilized during the IPSec tunnel establishment.

PEGC acts as an EAP Authenticator and IKE initiator. AAA Server acts as an EAP Server (towards PINE), as an IKE responder (towards PECG), and as an AF towards the 5G system.
The main step to utilize AKMA during IKEv2 is to modify the IKE_AUTH_Request sent from the IKE initiator (PEGC) to the IKE responder (AAA server) such that the initiator ID is set to A-KID and to calculate the AUTH attribute using a pseudorandom function as described in RFC 7296 [xx] with KAF as the shared secret. Likewise in the IKE_AUTH_RESPONSE KAF is used as shared secret for the calculation of the AUTH value.

Step 3b. AKMA is used for securing the RADIUS communication between RADIUS client and server. 
PEGC acts as an EAP Authenticator. The AAA server acts as a RADIUS server towards the PECG acting as the RADIUS client and as an AF towards the 5G system.

RADIUS security is based on RADIUS secret which is shared between the RADIUS server and the RADIUS client (see for instances references [x,y,z]. Therefore, AKMA can be utilized for securing RADIUS protocol by using KAF as the RADIUS seceret. A-KID can be provided from the RADIUS Client (PEGC) to the RADIUS Server (AAA server) as part of a newly defined attribute value pair.
6.A.3
Evaluation

This solution is based on the well-established EAP architecture consisting of an EAP client, EAP server, and EAP authenticator. Authentication and authorization is happening between the EAP client (PINE) and the EAP server (AAA server) and is thus transparent to the 5GC. Thus, this solution is well suited, if the 5GC does not need to be aware about individual PINEs.

In contrast to existing local authorization mechanism (like bluetooth paring or Home WiFi with passphrase) this solution is extensible (due to usage of EAP) and scalable with respect to number of PINEs and PEGCs per PIN (due to use of central AAA server).

By means of utilizing AKMA the PEGC can leverage the 5G key hierarchy and does not need to maintain and securely store any additional secret.

This solution does not require changes to the 5GC itself. The main normative changes are the definition of new AKMA profiles for RADIUS and IPSec as indicated in the description of the solution.

**** END OF CHANGE ****
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